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00. Quote 
 
“You can't go far in this world by relying on people. People are loyal until it seems opportune not to be.” 
(Julian Assange played by Benedict Cumberbatch | “The Fifth Estate” movie – 2013) 
 

01. Introduction 
 

Welcome to the fourth article of Exploiting Reversing (ER) series, a step-by-step vulnerability research 

series on Windows, macOS, hypervisors and browsers, where we will review concepts, architecture and 

practical steps related to vulnerability research. My last articles are listed below: 

▪ ERS_03: https://exploitreversing.com/2025/01/22/exploiting-reversing-er-series-article-03/  

▪ ERS_02: https://exploitreversing.com/2024/01/03/exploiting-reversing-er-series-article-02/  

▪ ERS_01 : https://exploitreversing.com/2023/04/11/exploiting-reversing-er-series/ 

▪ MAS_10: https://exploitreversing.com/2025/01/15/malware-analysis-series-mas-article-10/ 

▪ MAS_09:  https://exploitreversing.com/2025/01/08/malware-analysis-series-mas-article-09/  

▪ MAS_08: https://exploitreversing.com/2024/08/07/malware-analysis-series-mas-article-08/  

▪ MAS_07: https://exploitreversing.com/2023/01/05/malware-analysis-series-mas-article-7/  

▪ MAS_06: https://exploitreversing.com/2022/11/24/malware-analysis-series-mas-article-6/ 

▪ MAS_05: https://exploitreversing.com/2022/09/14/malware-analysis-series-mas-article-5/ 

▪ MAS_04: https://exploitreversing.com/2022/05/12/malware-analysis-series-mas-article-4/  

▪ MAS_03: https://exploitreversing.com/2022/05/05/malware-analysis-series-mas-article-3/  

▪ MAS_02: https://exploitreversing.com/2022/02/03/malware-analysis-series-mas-article-2/  

▪ MAS_01: https://exploitreversing.com/2021/12/03/malware-analysis-series-mas-article-1/  

No doubt, this text is a quite introductory, step-by-step article on macOS/iOS because it is a really hard 

and complex subject, but I need to start it from some point and before drafting new deep articles, it is 

recommended to review  basic concepts, commands, and architecture’s details to build a minimal 

foundation. Obviously, it would be impossible to cover details on each topic, but as now I am focused on  

vulnerability research of Windows, iOS, and Android operating systems, so certainly I will have enough 

opportunities and, hopefully, time so this article could work as reasonable review. However, I need to 

highlight that I left out of this text the recent developments on macOS/iOS and also respective security 

measure because too many details are always harmful at first approach.  Therefore, as expected, this 

article provides you with a basic introduction to macOS/iOS. 
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02. Acknowledgments 
 

The year is 2025. Four years ago, I started drafting articles with the sole purpose of helping the hacking and 

information security community, and as I could already imagine at that time, it would be challenging to 

find time to continue producing content, and indeed this side effect has been confirmed over time. As I 

have been using IDA Pro for a long time, I needed a license of my own, and that was when Ilfak Guilfanov 

(@ilfak) and Hex-Rays SA (@HexRaysSA) decided to help me, and since then they have provided 

continuous and decisive support to write this Malware Analysis Series (MAS), which is focused on malware 

analysis, and the Exploiting Reversing series (ERs), which is my current and long-term series on internals, 

vulnerability research and, eventually, exploitation in critical topics such as Windows, kernel drivers, 

macOS, browser and hypervisors.  

Time flies, and companies around the world have become more demanding in terms of technical skills, but 

I still believe that one of the most effective ways to help these professionals is to write articles because 

such content can offer a solid method to learn details that would be a bit more difficult in live conferences 

or even other media. I still face serious time constraints to write, but I keep trying to do it because, in some 

way, I know that these series have been important for people's careers. 

Life may be short, but every moment is worth it. Enjoy the journey and keep exploiting it! 

 

03. Lab Infrastructure 

 

This article and next ones I will be using the following lab configuration: 

▪ Two virtual machines running macOS with XCode installed. 

▪ (optional) Virtual machine running Ubuntu 24.04.x LTS: https://ubuntu.com/download/desktop 

▪ IDA Pro or IDA Home version (@HexRaysSA): https://hex-rays.com/ida-pro/ 

▪ 010 Editor: https://www.sweetscape.com/010editor/ 

▪ Malwoverview: https://github.com/alexandreborges/malwoverview 

▪ (optional) MacBook Air with M-processor running macOS Sonoma with XCode installed. 

There are a few considerations here: 

▪ In different moments I will be using an M-machine (MacBook M2/M3/M4), which uses arm64  

processor and, unfortunately, it is not an optional system in a few moments.   

▪ At the time I am authoring this article, I am using macOS Sonoma.  

▪ Different programs can be installed through the article.  

▪ In a future continuation of this macOS/iOS article, I may be using a jailbroken device.   

▪ Although I will not present here, there are many available articles explaining how to create macOS 

virtual machines using VMware, Parallels, VirtualBox and Hyper-V.  

Of course, if readers do not have IDA Pro, you can follow the article using Ghidra, Binary Ninja or Hopper. 

At the same way, readers might use macOS running on Intel or Apple Silicon processors., even my advice is 

always to choose an Apple Silicon device.  

https://ubuntu.com/download/desktop
https://hex-rays.com/ida-pro/
https://www.sweetscape.com/010editor/
https://github.com/alexandreborges/malwoverview
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04. Resources 

 

In this article we will review a series of topics, but soon readers start their investigation and research on 

macOS/iOS internals, you will realize that there are a series of traditional approaches and tools that will are 

useful to accomplish the practical tasks in daily work. In fact, such tools and hints can help you to retrieve 

basic and valuable information through a more practical way.  Personally I think that the ipsw project 

(https://blacktop.github.io/ipsw/ and https://github.com/blacktop/ipsw) offers one of most useful tool to 

work with macOS and iOS, and probably other researchers also agree about it. We can install it on macOS 

and Linux, respectively,  executing the following command:  

 

▪ brew install blacktop/tap/ipsw  (macOS) 

▪ sudo snap install ipsw  (Linux) 

 

Composing IDA Pro with ipsw tool is one of the better ways to retrieve and analyze excellent information, 

but readers can do some steps manually whether they want to do it. During your research on macOS, you 

find two important artifacts that provide you with valuable information: dyld_shared_cache and 

kernelcache. The dyld_shared_cached, which is not actually a cache itself, it is a composition of pre-linked 

dynamic libraries wrapped up into a single file, which all respective original files have been removed. The 

kernelcache is a single and compressed file composed by the kernel and all respective extensions, and it 

may become a great source of information during the research process, even though all symbols have 

been stripped off over years.  For example, extracting mentioned libraries from the dyld_shared_cache is 

useful for getting libraries to either apply reverse engineering on the frameworks’ code or even using them 

to the linking phase on XCode. If readers are using IDA Pro, a third-party application for extracting 

dyld_shared_cache (as ipsw, dyld-shared-cache-extractor, jtool2 and other ones)  are not necessary for 

most scenarios, even though such tools are excellent for multiple other situations. Anyway, being able to 

investigate and even debug are crucial to understanding how iOS and macOS internal mechanisms work. 

 

Only to avoid leaving things as a theoretical exercise, readers might download an IPSW file from one of 

existing websites (https://ipsw.me), unzip it and extract the dyld_shared_cache. In my simple example, I 

downloaded iOS 17.5.1 (21F90) for iPhone 15 Max, but you might choose any other one.  

 

If readers do not want to navigate to the website, there is a much easier way to get the same firmware by 

using ipsw tool: 

 

▪ ipsw download ipsw --device iPhone16,2 --build 21F90  

 

 

[Figure 01]: Using IPSW to download an iOS firmware 

https://blacktop.github.io/ipsw/
https://github.com/blacktop/ipsw
https://ipsw.me/
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We can retrieve meta-information about the downloaded file, which can be useful as reference, and it is 

done by executing ipsw info iPhone16,2_17.5.1_21F90_Restore.ipsw, as shown below:  

 

 

[Figure 02]: Checking information of IPSW file 

If readers want to unpack and extract dyld_shared_cache or the kernelcache (once again, it only is a single 

and compressed file composed by the kernel and all respective extensions), there are different methods to 

do it. One of them is using the ipsw tool, when we can execute the following command: 

  

▪ ipsw extract --dyld iPhone16,2_17.5.1_21F90_Restore.ipsw, and we get: 

 

 

[Figure 03]: Using IPSW to extract the dyld_shared_cache 
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Actually, the result of the extraction is composed of a series of files, which varies depending on the chosen 

firmware, and such files can be checked below: 

 

 
[Figure 04]: Extracted dyld_shared_cache files 

 

At the same way, we can extract and uncompress the kernelcache file by running: 

 

▪ ipsw extract --kernel iPhone16,2_17.5.1_21F90_Restore.ipsw 

 

 
 

[Figure 05]: Extracted and decompressed kernelcache file 

 

Checking information about the extracted kernelcache is done by running: 

 

▪ ipsw macho info 21F90__iPhone16,2/kernelcache.release.iPhone16,2 | head -25 



https://exploitreversing.com 

 

6 | P a g e  
 

[Figure 06]: kernelcache binary information 

 

We can list and even extract its respective kernel extensions from the uncompressed kernelcache:  

 

 
 

[Figure 07]: listing and extracting kernel extensions (kexts) from a kernel cache 

 

The dyld_shared_cache file can also be parsed:  

v 
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[Figure 08]: parsing the dyld_shared_cache 

 

To extract all dynamic libraries from the dyld_shared_cache and symbolicates ObjC runtime info, execute  

the command ipsw dyld extract dyld_shared_cache_arm64e --all --objc -o extracted_dylds:  

 

 
[Figure 09]: extracting all dynamic libraries from dyld_shared_cache 

 

We can examine the dyld_shared_cache content such as classes, protocols and selectors.  

 
 

 

 



https://exploitreversing.com 

 

8 | P a g e  
 

To dump classes and protocols, run  ipsw dyld objc --class dyld_shared_cache_arm64e and  ipsw dyld objc 

--proto dyld_shared_cache_arm64e commands: 

 

 
 

[Figure 10]: Dumping classes and protocols from dyld_shared_cache 

 

You always have the choice of proceeding manually, and doing it once can be interesting, as shown below. 

 

▪ mv iPhone16,2_17.5.1_21F90_Restore.ipsw iPhone16,2_17.5.1_21F90_Restore.zip 

▪ mkdir unpacked 

▪ mv iPhone16,2_17.5.1_21F90_Restore.zip  unpacked 

▪ unzip iPhone16,2_17.5.1_21F90_Restore.zip 

▪ ls -lh 

▪ hdiutil attach 092-64752-001.dmg  (note: the second largest one) 

▪ mkdir shared_cache_dir 

▪ cp -r /Volumes/DawnF21F90.D84SystemCryptex/System/Library/Caches/com.apple.dyld 

shared_cache_dir/ 

▪ cd shared_cache_dir/ 

I want to highlight that, in this example, I am using the second largest dmg file, but depending on the 

image, dyld_shared_cache is present in the largest file. I copied the entire folder to my home folder 

because I will need to manipulate these files, and it will result in a few additional files too. Of course, 

readers may take the best approach for you.   

From this point everything is quite simple, and we can open the first file (dyld_shared_cache_arm64e) in 

the IDA Pro, which will present the following dialog: 
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[Figure 11]: IDA Pro: opening a dyld_shared_cache 

There are options to either choose a specific module (recommended) or pick up the complete image. 

Choosing the first one, readers will see the following: 

 

[Figure 12]: IDA Pro: selecting a specific module from the dyld_shared_cache 
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From this point onward, it would be a usual task of reverse engineering, which might be hard sometimes.  

By the way, if you are not using IDA or ipsw tool, so we could still extract all modules from the 

dyld_shared_cache manually using an open-source project, and one of possible approaches to do it would 

be the following one:  

 

▪ hdiutil detach /Volumes/DawnF21F90.D84SystemCryptex (from our previous mounting) 

▪ brew install keith/formulae/dyld-shared-cache-extractor 

▪ dyld-shared-cache-extractor dyld_shared_cache_arm64e /tmp/extracted_dyld_shared_cache 

 

 

[Figure 13]: dyld_shared_cache extracted using an open-source project 

We can see that the extraction process has been worked. If you receive a message like “xcrun: error: SDK 

"iphoneos" cannot be located” , launch the XCode and go to XCode menu | Settings… | Locations  and, at 

Command Line Tools, select (or re-select) the appropriate XCode version (in my case is Xcode 15.4 

(15F31d).  

 

Using a similar procedure, we can open and analyze the extracted kernelcache using IDA Pro, which is 

clearly better because even whether it is compressed, the decompression is automatically perform and 

there is the advantage of using Lumina:  

 

When we open an extracted kernelcache with IDA Pro, the following options will be presented, as shown 

on the next page: 

 

▪ Apple XNU kernelcache (kernel + all kexts) 

▪ Apple XNU kernelcache (kernel only) 

▪ Apple XNU kernelcache (single kext) 

▪ Apple XNU kernelcache (normal mach-o file) 

▪ Binary File 

 

The choice depends on the context involved, but in many opportunities, we will be interested in analyzing 

information coming from the kernel itself. Therefore, we are going to use this option here too: 
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[Figure 14]: Opening kernelcache in IDA Pro 

Now we can apply Lumina by navigating to the menu Lumina | Pull all (F12):  

 

 

[Figure 15]: Using Lumina over kernelcache 
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As we can notice, there are a lot of functions commented on, and data types applied thanks to Lumina. The 

decompilation process is the same as go to Edit | Produce File | Create a C file. The task will take some time, 

and after it has been finished, go to menu View | Open sub views | Generate pseudocode (or F5), and put 

it synchronized and side-by-side with the IDA View-A.  

Lumina offers fantastic support for recognizing functions that it would be time consuming to discover 

manually. Although we have not mentioned it, beyond  being able to analyze statically we also have the 

opportunity to dynamically analyze the dyld_shared_cache through the IDA Pro debugger. It offers us a 

chance to get an insight into libraries that would be available only such a cache and debug the relationship 

between a given framework and a library from the dyld_shared_cache used by this framework. We will 

return to these topics, but it is important to underscore that macOS and mainly iOS are extensive and 

mainly many concepts are necessary to get a minimum understanding of them.  

 

Only two small suggestions follow: 

 

▪ While decompiling a Mach-O binary, PAC (Pointer Authentication Code) instructions are not shown 

and, if you need them, go to Edit | Plugins | Hex-Rays Decompiler | Options. | Analysis options 2 

and enable “Show ARMv8.3 PAC instructions” option. 

 

 

[Figure 16]: How to show PAC instruction on decompiled code 

 

▪ Although IDA automatically choose the correct architecture, you might change the ARM 

architecture by navigating through the menu Options | General…| Analysis | Processor specific 

analysis option | Edit ARM architecture options  
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[Figure 17]: Adjusting ARM architecture 

 

Although I have enough space here, readers might try other ipsw commands: 

 

▪ ipsw device-list: it presents a list of all iOS devices and mainly their respective architectures.  

▪ ipsw download macos: it downloads macOS installers. 

▪ ipsw mount <sys|app|fs> iPhone16,2_17.5.1_21F90_Restore.ipsw: this command mount portions 

(system, application, or filesystem of the given IPSW file.  

▪ ipsw ctfdump <kernel_development_kit_file>: it retrieves Compact ANSI-C Type Format (CTF) from 

a KDK.  

▪ ipsw download dev: it allows to download XCode, KDK and other ones from Apple Developers 

website, but it requires account login.  

▪ ipsw class-dump [<DSC> <DYLIB>|<MACHO>] [flags]: ObjC class-dump a dylib from a Mach-O or a  

DSC (dynamic shared cache) file. 

▪ ipsw swift-dump [<DSC> <DYLIB>|<MACHO>] [flags]: Swift class-dump a dylib from a Mach-O or a 

DSC (dynamic shared cache) 

▪ ipsw update: it updates the own ipsw tool.  

It is time to move on, learn how to set up the environment and review concepts.  
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05. Introduction to XNU kernel debugging using LLDB 

 

While researching macOS, readers may need to debug the macOS kernel and respective extensions. There 

are a few techniques to accomplish this task, and the choice depends on the infrastructure that macOS is 

being run such as physical or virtual machines. Over time, and not surprisingly, such methods have slightly 

changed due to the macOS version and also because Apple has taken different measures against security 

issues.  

As in this article it is using macOS running on VMware virtual machines and also a physical MacBook M2, I 

am going to start showing how to use the built-in GDB debugger capabilities from VMware, which is one 

useful and accessible technique to use, and I will try to refrain from presenting unnecessary details. 

Additionally, I will quickly show another technique using KDP (Kernel Debugging Protocol), which works 

well, but I prefer using it with physical hosts rather than virtual machines. 

Therefore, to start to use the GDB built-in server from VMware (in my case I am using VMware 

Workstation), the first step is to edit the respective .vmx file (virtual machine configuration file) and add a 

few parameters. The following parameters are available: 

▪ debugStub.listen.guest64: enables local virtual machine debugging. 

▪ debugStub.listen.guest64.remote: enables remote virtual machine debugging. 

▪ monitor.debugOnStartGuest64: enables debugging since the virtual machine start-up. 

▪ debugStub.hideBreakpoints: tries to hide hardware breakpoints from the virtual machine 

▪ debugStub.port.guest64: establishes a listening port for the GDB stub (the default is 8864).  

All these parameters assume a 64-bit virtual machine. The first two parameters are recommended, and 

should be configured with the following values: 

▪ debugStub.listen.guest64 = "TRUE" 

▪ debugStub.listen.guest64.remote = "TRUE" 

The remaining parameters depend on the context. For example, we can want to debug the virtual machine 

since the power-on, and in this case, we should enable monitor.debugOnStartGuest. At the same way, we 

can want to hide breakpoints (it might cause issues on recent macOS versions) or even change the 

debugging port, and we would change the last two parameters.  

▪ monitor.debugOnStartGuest64 = "FALSE" 

▪ debugStub.hideBreakpoints = "FALSE" 

▪ debugStub.port.guest64 = "8864" 

For now, I recommend using the parameters as shown above.    

Although it would not really be necessary, you have the option to follow the virtual machine log 

(vmware.log), which is located in the same directory as all other virtual-machine files. There are two 

programs (there are many others) that you could use: 

▪ Tail for Windows: https://sourceforge.net/projects/wintail/   

▪ BareTail: https://sourceforge.net/p/tailw/wiki/Home/ 

The log will be the following aspect: 
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[Figure 18]: vmware.log 
On the log presented, I had configured the guest since its start, but as I mentioned, it is only an example of 

examining log actions on VMware.  

The next step is to download the Kernel Debug Kit (KDK) on both machines (host and target), and the 

recommendation is to download the KDK matching with running macOS version, which can be checked by 

running sw_vers command. As an example, at the time I am drafting this article, my both experimental 

system run Sonoma 14.6.1 (23G93) and I downloaded exactly this version of KDK from 

https://developer.apple.com/download/more/ website, or use the ipsw command that was quickly 

presented in the previous section. The KDK contains development and, eventually, debug version of the 

macOS kernel (unfortunately, it has not happened for some time), and inside of this package you will find 

symbolic information, LLDB macros and other resources.  

To install the KDK we  could use the command line, but it is easier to double-click the .dmg file and you will 

see the following window: 

 

[Figure 19]: Installing KDK 

https://developer.apple.com/download/more/
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The KDK is installed on /Library/Developer/KDKs directory and, for the version I am using, it has been 

created a KDK_14.6.1_23G93.kdk sub-directory there, which contains a series of resources.  In Kernels 

directory, we find the following files: 

 

[Figure 20]: Part of the KDK content 

It is interesting to notice that there are the release and development versions of the kernel, but there is 

not any debug version, as I mentioned previously. The following procedure can be adapted accordingly to 

the environment, goals and even techniques used to debug kernel, and we will adapt it when necessary. It 

is assumed that you have already made changes in vmx file of the target virtual machine as I showed 

previously. It is important to say that disable SIP is not required to many cases (mainly this one), but I will 

do it to prepare the environment to next procedures. Only to confirm, my current environment at the time 

I am drafting this article (Sequoia has been released and I am using in my main machines) is: 

▪ host: macOS Sonoma 14.6.1 

▪ target: macOS Sonoma 14.6.1 

▪ virtualization product: VMware Workstation 17.5.2 build-23775571 

▪ Xcode is installed on both virtual machines 

Therefore, to debug the kernel of the target macOS execute the following:  

1. (host and target) Discover the exact macOS version: sw_vers | grep BuildVersion 

2. (host and target) Confirm that you downloaded and installed the KDK. 

3. (target) Run: csrutil status to check if SIP is enabled. 
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4. (target) If SIP is enabled (default), so reboot the macOS to the Recovery System mode 

(Command+R). From the Utilities menu, go to Terminal. As we are using a VMware virtual 

machine, we have to use the macOS iso file (for example, Sonoma) to boot in Recovery System 

mode. If we were using real Apple hardware, it would be enough to press Command+R during the 

initial seconds of the system boot.  

5. (target) If the machine has Apple T2 Security Chip, you will have to change Secure Boot policy to 

“Medium Security”.  

6. (target) Run csrutil disable to disable SIP (disable SIP – System Integrity Protocol) 

7. (target) Reboot the system: reboot 

8. (target) Confirm that SIP is disabled by running csrutil status. 

9. (host) It is time to connect to the GDB server from VMware Workstation from the host macOS. In 

my case, it is running on 192.168.0.96:8864, and we can use lldb or gdb (brew install gdb): 

a. lldb 

b. (lldb) target create 

/Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System/Library/Kernels/kernel  

c. (lldb) settings set target.load-script-from-symbol-file true 

d. (lldb) gdb-remote 192.168.0.96:8864 

 

[Figure 21]: macOS kernel debugging 

A concise explanation on the commands executed:  
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▪ target create <KDP kernels directory>: indicates the location of the kernel symbols. 

▪ settings set target.load-script-from-symbol-file true: it triggers the loading of scripts located inside 

symbol directories (named dSYM), which provide us with a substantial number of valuable scripts. 

You could leave this command in .lldbinit file, if you wanted to.  

▪ gdb-remote <IP>:[port]: it connects to the gdb servers exposed by VMware.  

The exact output depends on the point that the system is at the time of the debugging session. In the 

previous image, the system was booting (it has been resumed by running “c” command).  After the logon, 

the connection shows the following image: 

 

[Figure 22]: macOS kernel debugging (second part) 

About available commands, it is more productive to learn to debug inside a given context than separated 

commands, and we will have chance to review some ones.  Furthermore, I mentioned that readers must 

install XCode, and it would be advisable to install a few Python packages for a better kernel debugging 

experience, so run the following steps on host and restart its debugging session if it is needed: 

▪ (host) xcode-select –install 

▪ (host) xcrun python3 -m pip install --user --ignore-installed macholib 

▪ (host) xcrun python3 -m pip install --user --ignore-installed future 

An important detail is that, as we are using the release-version of the kernel then there is no symbol 

available for us during the debugging session. Officially, Apple may release different versions of kernels, 

which are also shown in Figure 20: 

▪ kernel: it is the release kernel, which is the same kernel running on our macOS systems. 

▪ kernel.development: it is slightly changed when compared to kernel (assertions and error checking 

included) 

▪ kernel.kasan: it is a modified kernel with enabled address sanitizers for detect memory issues.  

If you want to use one of these versions, you will have to make a few changes to the system, and the first 

step is to disable SIP, as we already have done previously. Which one should we pick up? The development 

version is better. The step-by-step to boot an alternative kernel release is shown below, and it basically 
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repeats the described by the “Kernel Debug Kit for macOS – Read Me” document from Apple, which is 

present inside the KDK, even though I have made a few comments: 

▪ disable SIP (csrutil disable) and Authenticated Root protection (csrutil authenticated-root disable). 

As explained previously, you will have to boot in Recovery Mode to perform both tasks.  

▪ identify the system volume disk device name, which is mounted at “/”: mount | grep sealed. In my 

case, it is /dev/disk1s4 

▪ create a temporary mount directory: mkdir /Users/ab/livemount  (as it is usually done). 

▪ mount the system volume onto the temporary directory: sudo mount -o nobrowse -t apfs  

/dev/disk1s4 /Users/ab/livemount 

▪ copy the entire System directory from KDK into the System directory of the mounted disk: sudo 

ditto /Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System /Users/ab/livemount/System 

▪ rebuild the kernel collections and bless (authorize) all changes (curiously, it searches for 

kernel.debug and kernel.research, but we do not have them): 

o sudo kmutil install --volume-root /Users/ab/livemount --update-all 

o sudo bless --mount /Users/ab/livemount --bootefi --create-snapshot 

▪ By the way, readers could have used kextcache -invalidate / command to invalidate cache 

(kextcache is actually deprecated), but now kmutil takes care everything. I suggest readers check 

the kmutil man page for further details. 

▪ change the device’s boot-args to indicate the new kernel version and, in this case, I will use 

development version:   

o sudo nvram boot-args=“debug=0x44 kdp_match_name=en0 wdt=-1 

kcsuffix=development” 

▪ Reboot the system: sudo reboot 

▪ Check the running macOS version and the variant: 

o sw_vers 

o sysctl kern.osbuildconfig 

 

[Figure 22]: macOS development kernel variant 

Some considerations about the procedure above: 

 

▪ The csrutil authenticated-root disable  command disabled the Signed System Volume (SSV), which 

protects the System Volume. In a few words, all files have SHA-256 hashes stored in the file system 

metadata, and such hashes are used to check whether any file has been tampered with.  

▪ Additionally, another hash set covered all directories (and the entire volume) to verify the integrity 

of the volume each time that macOS starts, and that is the reason you have seen the word “sealed” 

associated to System volume.   

▪ You could have chosen another temporary directory to perform the procedure. 
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▪ The set of values “debug=0x44 kdp_match_name=en0 wdt=-1” are not really necessary here. They 

are used as a procedure for kernel debugging of a panic system (through NMI), using en0 as 

network communication and disabling watchdog monitoring. I will quickly mention them later.  

▪ This procedure is precise and evaluated. However, if you are using a virtual machine, you can take a 

snapshot before it starts to be able to roll back the environment if something goes wrong.  

To debug it, readers can follow the same steps: 

1. lldb 

2. (lldb) target create 

/Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System/Library/Kernels/kernel  

3. (lldb) settings set target.load-script-from-symbol-file true 

4. (lldb) gdb-remote 192.168.0.96:8864 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[Figure 23]: quick view of development kernel debugging session 
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To exit LLDB and leave the remote macOS kernel running, execute detach and exit commands, 

respectively.  

We have established a way to debug the macOS kernel, but we can get better results including the source 

code. We should remember that Apple make the XNU source code, which is available on 

https://github.com/apple-oss-distributions/xnu. Therefore, we can clone this repository and choose the 

exact version (or almost…) of our XNU code, which can be verified by running sysctl kern.version 

command, which shows the following output:  

kern.version: Darwin Kernel Version 23.6.0: Mon Jul 29 21:13:00 PDT 2024; root:xnu-

10063.141.2~1/RELEASE_X86_64 

We already know what our XNU version is and now we can retrieve it. Here things can go for different 

approaches, using commands such as git (old and new syntax) and also gh (GitHub CLI) commands, but I 

will try to do the most basic and well-known procedure, but readers can take their own way.  

 

[Figure 24]: Cloning and listing existing branches 

https://github.com/apple-oss-distributions/xnu
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[Figure 25]: Switching to the target branch (xnu-10063.141.1) 

As readers can notice from the code above, it is not the exact same branch, but it is pretty close. Now we 

can try opening a remote debugging session again, but using the XNU source code and also applying other 

slight changes:   

1. lldb 

2. settings set target.x86-disassembly-flavor intel 

3. settings set target.source-map /Library/Caches/com.apple.xbs/Sources/xnu/xnu-10063.141.2 

/Users/alexandreborges/github/xnu-10063.141.2 

4. command script import 

"/Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System/Library/Kernels/kernel.development.

dSYM/Contents/Resources/Python/lldbmacros/xnu.py" 

5. command script import 

"/Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System/Library/Kernels/kernel.development.

dSYM/Contents/Resources/Python/lldbmacros/memory.py" 

6. target create 

/Library/Developer/KDKs/KDK_14.6.1_23G93.kdk/System/Library/Kernels/kernel.development 

7. settings set target.load-script-from-symbol-file true 

8. gdb-remote 192.168.0.96:8864 

Once again, a few words about different commands above: 
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▪ command 1: it launches LLDB. 

▪ command 2: it changes the assembly representation to Intel, which is much better.  

▪ command 3: it sets the source code location based on our previous cloned code.  

▪ command 4 and 5: the script is loaded when the target is set just in case both are not loaded. 

▪ command 6: it loads the target kernel that will be debugged. Take care: you must run sysctl 

kern.version to check whether the system is running either release or development kernel.  

▪ command 7: it runs all discovered debug scripts in this section. 

▪ command 8: it opens the remote debugging session.  

Of course, if readers do not want to waste time typing all these commands again, you should create a file 

under ~/.lldb directory as shown below:  

 

[Figure 26]: Remote debugging script 

Now we have to launch the LLDB (lldb command) and execute the script as shown below: 

▪ lldb 

▪ command source /Users/alexandreborges/.lldb/remote_debugging 

 

[Figure 27]: Assembly with references to the source code 
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[Figure 28]: Overview about LLDB 

I have shown basic commands on LLDB (only as an overview), and they are similar to GDB, so I do not need 

to explain they are pretty obvious. Try to type kgmhelp and you will have an extensive list of XNU 

commands.  
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For reverting all changes and return the kernel release version, we must perform the following steps: 

▪ sudo nvram -d boot-args 

▪ identify the system volume disk device name, which is mounted at “/”: mount | grep sealed. In my 

case, it is /dev/disk1s4 

▪ (only if we deleted from the previous procedure) create a temporary mount directory: mkdir 

/Users/ab/livemount  (as it is usually done). 

▪ mount the system volume onto the temporary directory: sudo mount -o nobrowse -t apfs  

/dev/disk1s4  /Users/ab/livemount 

▪ bless (authorize) the restore booting from the previously sealed snapshot: sudo bless --mount 

/Users/ab/livemount --bootefi --last-sealed-snapshot 

▪ If we want, we can also reverse the SIP and authenticated root configuration through the Recovery 

Mode: 

o csrutil authenticated-root disable 

o csrutil enable 

▪ Reboot the system: sudo reboot 

▪ Check variant using sw_vers and you will see “kernel.osbuildconfig: release” as the output. 

There is another way to establish a debugging section using KDP (Kernel Debugging Protocol), but it is 

more interesting for people using physical machines (Intel-based machines and not Silicon machines) than 

virtual machines. This procedure below assumes you already disabled SIP and Signed System Volume 

(SSV), as shown previously and if you check the XNU source code (xnu\bsd\sys\csr.h) you can learn about 

what is involved while you enable or disable SIP, and other quite interesting details:  

 
 

[Figure 29]: xnu\bsd\sys\csr.h from XNU source code 
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Furthermore, the step-by-step procedure also assumes that system will be using kernel development 

version, which is a small detail because you might adapt nvram boot-args variable to kernel release 

version:   

1. (target) Run ifconfig command and determine the active network device (most of the time, en0) and 

respective IP address (it is recommended configure it as a fixed IP address). 

2. (target) Execute: sudo nvram boot-args=“debug=0x8C44 kdp_match_name=en0 wdt=-1 

kcsuffix=development”. These parameters have the following meaning: 

a. debug=0x8C44 – it configures the kernel to wait for a debugger to attach to the system, and 

more. Details are coming later.  

b. kdp_match_name=en0 – it is the value of the network interface.  

c. wdt=-1 – disables watchdog monitoring 

3. (target) Reboot the target system: sudo reboot 

4. (host) Install Xcode and the two Python packages running the following commands (I have mentioned it 

previously): 

a. xcode-select --install 
b. xcrun python3 -m pip install --user --ignore-installed macholib 
c. xcrun python3 -m pip install --user --ignore-installed future 

5. (target) Generate an NMI (Non-Maskable Interrupt). I will talk about it soon after this procedure.  

6. (host) lldb 

7. (host) target create 

/Library/Developer/KDKs/KDK_14.5_23F5074a.kdk/System/Library/Kernels/kernel.development 

8. (host) kdp-remote 192.168.0.34  (target IP address) 

This procedure works well on physical Apple machines, but readers can have a challenging time trying to 

do it on virtual machines because it is not quite trivial to trigger an NMI.  

Apple offers a documentation (https://developer.apple.com/documentation/kernel/generating_a_non-

maskable_interrupt) showing different methods to generate an NMI: 

 

[Figure 30]: How to trigger NMI (credits: Apple) 

There are other options such as pressing command + control + shift + option + escape keys at the same 

time to break the host in the debugger or even using DTrace to get the same result: sudo dtrace -w -n 

"BEGIN { panic(); }". If you are using a non-Apple keyboard, you will have problems in pressing all these 

keys at the same time, but you could remap this sequence to a simpler key set whether you are running 

virtual machines on VMware Fusion, for example. Regardless of the methods you want to use, the pivotal 

point is that this procedure using KDP is more useful and intrinsically related to physical machines than 

virtual machines, and you are using virtual machines, so you should prefer the approach using GDB server 

https://developer.apple.com/documentation/kernel/generating_a_non-maskable_interrupt
https://developer.apple.com/documentation/kernel/generating_a_non-maskable_interrupt
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from VMware. The debug parameter in the nvram boot-args variable has not been explained yet, but all 

possible values are exposed on xnu\osgmk\kern\debug.h file from the XNU source code: 

 

[Figure 31]: XNU debug boot-args 

Refreshing about our prior choice on the last page, we used the value 0x8C44, which enables button to 

directly trigger NMI, trigger core dump on panic and NMI, enables communication in the private network 

using ARP and enables NMI. Of course, other combinations of values are possible. This debugging 

procedure has limitations that, for now, it is not possible to actively debugging the kernel of an Apple 

silicon machine, and according to Kernel Debug Kit for macOS - Read Me document (written by Apple): 

“On Apple silicon, perform two-machine debugging using your Mac’s built-in Ethernet ports.  

On Intel-based Macs, perform two-machine debugging using your Mac’s built-in Ethernet ports, the 

Ethernet port on the Apple Thunderbolt display, or the Apple Thunderbolt to Gigabit Ethernet 

adapter 

(…) 

Note: You cannot perform two-machine debugging using USB Ethernet adapters or wireless 

networking on any Mac. 

You must connect the host and target device to the same network, but there are no other 

restrictions on how the devices connect to that network.” 

According to the explanations given by Apple, we cannot use USB Ethernet and wireless adapters. 

Therefore: 

▪ Apple silicon machines do not support active and can only analyze crashes. 

▪ We need Thunderbolt adapters.  
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In my case, I have a MacBook M2 machine, which came with a Thunderbolt v4 port, and two adapters are 

necessary (both sold by Apple):  

▪ Thunderbolt 3 (USB-C) to Thunderbolt 2 Adapter 

▪ Belkin USB-C to Gigabit Ethernet Adapter 

Nonetheless, as we are interested in performing active kernel debugging, the core/crash dump analysis will 

not be presented.  

 

06. XNU kernel debugging using IDA Pro 

 

If you are curious about the content of the kernel.development file, open it on IDA Pro (you must be using 

one IDA version able to open Mach-O format), and you will see that there are many function names 

(symbols) and strings, as shown below:  

 

[Figure 32]: kernel.development and its respective IDA Pro disassembly view and functions 

As we can see, there is a staggering number of functions, and it is expected because we are talking about a 

kernel like XNU. However, we have access to the respective DWARF files, so also a respectable number of 

type definitions (View > Open subviews > Local Types).  If you want (and would be not strictly necessary 

because we have access to the XNU source code), you can generate a full decompiled file by navigating to 

File > Produce File > Create C File… .This action takes some time. Using Lumina (menu Lumina > Pull all) 

bring some light on a few functions and, as I always say, every help is always welcome. 

If readers check Strings (View > Open subviews >  Strings) you will see many strings available in this 

version of kernel.development, and can use them as a guideline to analyze essential functions and 

mechanisms: 
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[Figure 33]: kernel.development and its respective strings 

Right now, we are not interested in reversing statically the macOS kernel, but learning how to debug XNU 

kernel using a tool such as IDA Pro. One of the first things is establishing the appropriate arguments to 

boot the macOS, and we are going to use: 

▪ slide=0: it disables KASLR (Kernel Address Space Layout Randomization). 

▪ bootsyms: it enables you to display all possible kernel symbols during the boot process.  

▪ wdt=1: it enables watchdog timer, which resets the system whether it becomes unresponsive.  

Therefore, by reusing the previous boot-args, we can build the following command: 

▪ sudo nvram boot-args=”slide=0 debug=0x8C44 kdp_match_name=en0 wdt=-1 keepsyms=1 

kcsuffix=development” 

Although I am not going to deploy KDP, I left here because it does not cause any issue because debugging 

will take advantage of VMware GDB from previous sections. As usual, we need to reboot: sudo reboot 

On the host, launch the IDA Pro with an empty database (/Applications/IDA Pro 8.4/idabin/ida64 -t), to  

Debugger > Attach > Remote XNU debugger, and set the following options:  

 

[Figure 34]: IDA Pro XNU debugger configuration 
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Go to Debugger Specific options and check the configuration. Depending on the context, your available 

configurations can be different, but in my case VMware-x64 and Corellium-ARM64 are available and, as I 

have used VMware, the choice is obvious:  

 

[Figure 35]: IDA Pro XNU debugger configuration 

Confirming the configuration above and proceeding with OK on the Debug application setup: xnu window, 

you will see other three prompts whose only option will be to press OK, and then:  

 

[Figure 36]: IDA Pro XNU debugger configuration 

That is worked! We are debugging the macOS XNU kernel remotely and, similar to Windows, we can 

investigate internals mechanisms. We provide the KDK folder, which we have already downloaded 

previously, and which improves the debugging experience. There are a few notes: 
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▪ I have copied the KDK to a separate directory (remotedbg_xnu) on the home directory.  

▪ The .idb file (kernel_debugging.i64) is saved on my home directory.  

▪ Add the Locals view (Debugger > Debugger windows > Locals) as I did on the previous page to 

observe the possible associated structures (types). At the same way, I also suggest adding the Call 

Stack view (Debugger > Debugger windows > Stack Trace) 

▪ If something went wrong, check if you really rebooted the system using the correct boot-args 

parameter: nvram -p | grep boot-args 

▪ Check the kernel and its respective version using one or more of the following commands: 

o sysctl kern.version 

o uname -a 

o system_profiler SPSoftwareDataType | grep “Kernel Version” 

▪ If you are facing instability over the debugging session, go to Options > Source paths… menu and 

unmark Show this dialog when a source file cannot be found, and press Apply button.  

▪ If you want, you can evaluate breakpoints and, to accomplish this task, double-click the 

com.apple.kernel module, and pick up a few functions. For each function, right-click it and choose 

Add Breakpoint:  

 

 

[Figure 37]: IDA Pro XNU debugger configuration 

▪ A few examples of functions follow below:  

o _mmap 

o _ipc_mqueue_receive 

o _vm_fault 

o _kalloc 

o __mac_syscall 

 

▪ To disable, go to the Breakpoint view (Debugger > Breakpoint list), right click the breakpoint, and 

choose Disable breakpoint. 
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▪ If you are facing problems with breakpoints, try to change the respective setting in the virtual 

machine .vmx file by changing hideBreakpoints to “FALSE”. Of course, you need to stop the virtual 

machine, edit the .vmx, boot the macOS again and start the debugging session: 

o debugStub.hideBreakpoints = "FALSE" 

▪ To allow the debugee (target) to continue without debugging, go to Debugger > detach from 

process and then press No. 

In previous versions of macOS (before Big Sur), we could use pre-linked kernelcache to improve our 

information for debugging, but Apple has used kernel collections (/System/Library/Extensions folder), 

which are managed by kmutil command. For example, you can list each extension by running the kmutil 

find command.   

On IDA Pro you should see two modules, at least: 

▪ com.apple.kernel 

▪ BootKernelExtensions.kc 

The com.apple.kernel is a subset from BootKernelExtension.kc, and the multiple BootKernelExtension.ks 

segments (view by pressing SHIFT+S) represent the kext subfile, which are referred to and loaded, but not 

detected by debugger:  

 

[Figure 38]: Kernel Extension segments 

Thus, to improve our debugging experience again, copy three kernel collection files to our reserved copy of 

the KDK. As my host system (debugger) is exactly equal to the target, so the copy can be local, and whether 

the target’s version was different, so I should perform remote copy from target through SSH:  

▪ cd /Users/alexandreborges/remotedbg_xnu/KDK_14.6.1_23G93.kdk 

▪ cp /System/Library/KernelCollections/BootKernelExtensions.kc .                     

▪ cp /System/Library/KernelCollections/SystemKernelExtensions.kc .            

▪ cp /Library/KernelCollections/AuxiliaryKernelExtensions.kc .    
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Afterwards, change the XNU configuration to the correct KDK path (I have specified one level up when 

compared to the previous setting) and also marked KEXT Debugging option as “all”:  

 

[Figure 39]: Kernel Extension segments 

Attach the debugger to the remote process again and you will see an extensive list of modules being 

debugged:  

 

[Figure 40]: Extensive list of modules on debugger 
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07. Foundations 

 

7.1. General Concepts 

 

This section is only a review of the  most important mechanisms to help readers to understand the next 

topics that will be treated in this article and the following ones. The XNU source code is always well-

commented and useful for getting further information about functionalities and macOS/iOS concepts and 

you can retrieve the current version by running git clone https://github.com/apple-oss-distributions/xnu. 

Apple offers a clear explanation about the source code structure and its respective folders: 

▪ config: it contains configurations for exported APIs for supported architecture and platform 

▪ SETUP: it holds a set of tools used for configuring the kernel, versioning and kext symbol 

management. 

▪ EXTERNAL_HEADERS: it contains headers sourced from other projects to avoid dependency cycles 

when building. These headers should be regularly synchronized when the source is updated. 

▪ libkern: it contains the C++ IOKit library code for handling drivers and kexts. 

▪ libsa: it contains kernel bootstrap code for startup 

▪ libsyscall: it holds syscall library interface for user space programs 

▪ libkdd: it contains source for user library for parsing kernel data like kernel chunked data. 

▪ makedefs: it holds top level rules and defines for kernel build. 

▪ osfmk: it contains Mach kernel-based subsystems 

▪ pexpert: it holds platform specific code like interrupt handling, atomics etc. 

▪ security: it contains Mandatory Access Check policy interfaces and related implementation. 

▪ bsd: it contains BSD subsystems code 

▪ tools: it contains a set of utilities for testing, debugging, and profiling kernel. 

An absolute over-simplification (imprecise) is that the kernel is built by a BSD layer (high-layer) and Mach, 

which comes from NeXTStep (low-layer).  In terms of the complete macOS, it is composed (from the higher 

layer to a lower layer) of an application layer, multiple media frameworks (packaged shared libraries with 

related resources), core services and operating system (including multiple runtime environments and 

external libraries such as libpcap, libpam, libxml, etc), and the mentioned kernel and its respective device 

drivers. Additionally, the macOS contains multiple property lists (composed of multiple key + value 

entries), which can be presented in XML, JSON, binary format, and there is a bundle application named 

plutil to validate and even convert its content between formats.   

Eventually we will see a few pieces of Assembly code along with source code, but there is nothing really 

special. If readers do not remember about ARM Assembly, one of available options is to check my 

introductory article on macOS (MAS 08), which contains a limited section with the main information on the 

subject. At the same time, macOS presents Unix syscalls (most of them are documented, but not all, 

unfortunately), Mach traps (a kind of low-level syscalls), machdep syscalls and diagnostic syscalls. 

Furthermore, readers need to consider the fact there is support for Intel and ARM on XNU source code.  

To illustrate the previous paragraph, a quick check in the content of osfmk\mach\i386\syscall_sw.h file 

shows the following:  



https://exploitreversing.com 

 

36 | P a g e  
 

 

[Figure 41]: osfmk\mach\i386\syscall_sw.h file 

We can see the syscall types mentioned previously in the figure above (lines 66-69). In the same file, a few 

lines ahead, all syscall classes are defined and macros used to build the system call numbers are shown: 

 

[Figure 42]: osfmk\mach\i386\syscall_sw.h file (second part) 

Those distinct types of syscalls, Unix syscalls and Mach traps are the most important ones.  
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Syscall are the most important channel and interface to the XNU, but they are not the only one because 

I/O Kit provides an aside channel to communication with device drivers, which are registered on macOS 

and can be listed through IORegistry as shown below:  

 

[Figure 43]: Listing registered drivers through IORegistry (truncated) 

As readers already know, the output above is much longer than it, and for any listed drivers, it is possible 

to retrieve a list of its respective providers and classes clients, as shown below: 

 

[Figure 44]: Additional details on a given driver (truncated) 
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Another interesting component of macOS are the kernel extensions (kexts), which are similar to “software 

drivers” on Windows, and that provides us additional features and communication with the kernel. They 

are stored in the /System/Library/Extensions folder, and the loaded ones can be listed running the 

following command: 

 

[Figure 45]: Listing loaded kexts 

Just in case there is not any kernel extension in /System/Library/Extension directory then your system 

could be using kernelcache, which is an optimized and pre-linked version of the kernel, which are 

compressed (IMG4 format) and includes all necessary drivers and kernel extensions. Depending on the 

system, kernelcache can be found as  

/System/Volumes/Preboot/<id>/System/Library/Caches/com.apple.kernelcaches/kernelcache. Later I 

will return to the kernelcache topic.   

Alternatively, readers could use kextstat | head -20 to accomplish the same work. Nowadays, due to the 

fact that extensions are able to perform a series of low-level tasks in the kernel space, and they provide 

high privileges and can be used as rootkit, then the option to load such kexts has been blocked by default, 

To enable it again, readers should boot the macOS into Recovery Mode, set the Security Level reduced 

security, allow the loading of third-party kexts and reboot the macOS again. Of course, it is not 

recommended to use kexts due to security risks. As we can realize, most of artifacts and mechanisms are 

directly or indirectly related to filesystems, and Apple offers a good approach about them because the 

system partition is kept apart from the data partition, where the former one can be updated without 

interfering with user data. It is not necessary to lay such details out because most readers already know 

about it, and even those who are comfortable with Linux easily understand the mount output: 

 

[Figure 46]: Common mounted file systems (except the VMware Shared Folder) 
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There are some observations: 

▪ Root filesystem: it is an Apple File System (APFS), sealed (cryptographically signed) and read-only, 

enforcing its anti-tampering characteristic.  Actually, the SSV (Signed System Volume) feature, 

which is indicated by the sealed attribute, ensures that the system content is verified in runtime.  

▪ Preboot volume: it is used, as expected, for the pre-boot task that is required for booting the 

operating system.  

▪ VM volume: this is a special filesystem used for virtual memory and, no doubt, the no-exec 

attribute is a strong indication that binaries cannot be executed from it. 

▪ Data volume: it contains application and user data, as expected. 

▪ Update volume: it is basically used for system updates.  

There are many further details that can be discussed about such volumes as well as there is a series of 

possible file system that could be created (check /System/Library/Filesystems), but they are needless right 

now. I am not forgetting that disk images (.dmg), which are still used for software bundles, mount its 

content in /Volumes/<label> through either Finder or even hdiutil command (hdiutil attach 

<dmg_image>). It is really a pretty uncomplicated way to install applications because such a technique 

copies files to a filesystem, which macOS does this task straightful on purpose being enough to create the 

due file structure under /Application/<application_name>.app. Furthermore, built-in Apple applications 

are secure against tampering or even unauthorized removal because of the SIP protection (it will be 

commented later). Dmg files are not the only format used for application installation, and pkg files are also 

a format used for packaging programs. In the iOS context, customers download applications from Apple 

store, and  downloaded applications (.ipa files) are digitally signed, encrypted (FairPlay) and even can be 

installed into /Application directory (dedicated to system applications) and are installed under 

/var/containers/Bundle/Application directory (after having its respective Payload folder renamed).  

Back to macOS, it keeps a central database of installed applications that is named LaunchServices 

database, and curiously there is a strangely hidden tool named lsregister in 

/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/LaunchServices.frame

work/Versions/A/Support folder that can be used to dump the mentioned database. However, as the 

output is insanely long, a brief filtered list follows below: 

 

[Figure 47]: LaunchService database dump (filtered and truncated) 
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The LaunchServices framework is controlled and managed by the lsd daemon, which enforces a list of 

entitlements (rights and privileges to do something), and  it is responsible for handling static registration 

for such services, while the launchservicesd (LaunchDaemon) is responsible for the dynamic runtime 

related to such services. As readers could notice, applications and services depend on different and a 

multitude of runtime dependencies, which is solved by the dynamic linker (dyld). I’ve already written about 

Mach-O and dyld in part 8 of Malware Analysis Series (MAS), and I do not want repeat myself again here 

even being a different context (https://exploitreversing.com/2024/08/07/malware-analysis-series-mas-

article-08/). Eventually a few topics associated directly and indirectly with dyld could be mentioned such as 

code injection using DYLD_INSERT_LIBRARIES, method swizzling and interposing.  

DYLD_INSERT_LIBRARIES code injection has a terribly similar counterpart on Linux, and it allows 

dynamically loaders libraries before those ones specified by the application, which can be done using a 

syntax like this one on the command line: 

▪ DYLD_INSERT_LIBRARIES=somelibrary.dylib ./application 

Nowadays there are protections such as code signing enforcement, notarization, different forms of library 

validation  prevent technique to work as expected, and PAC (Pointer Authentication Code), which will be 

commented later, also make any exploitation using this technique harder than usual.   

Method swizzling is a programming technique in Objective-C for changing the selector and, as 

consequence, also altering the method implementation being invoked in runtime. Actually, the method 

implementation is not changed, but another implementation for such a method is called in place by 

changing the selector (selector A → method A → implementation A, selector B → method B → 

implementation B). This exploitation technique is focused on Objective-C runtime, so it targets Objective-C 

methods.  

Method interposing also offers the replacement of functions with distinguished implementations, but it is 

not focused on Objective-C and works by including a new section into the Mach-O binary which contains 

the new address of a target function. Additionally, the interposing technique provides us with a bonus 

because it does not act if the call comes from the own binary being interposed, the call goes to the original 

function. The entire interposing effect is got using DYLD_INTERPOSE macro, which makes it a technique 

that can only be used in loading time. The dynamic interposing can be deployed using 

dyld_dynamic_interpose( ) function, which makes part of the dynamic linker (dyld).  

 

7.2. Mach 

 

So far, we have always viewed macOS from a high-level perspective, but as I have mentioned previously, 

macOS is a composition of BSD, Mach, and I/O Kit driver framework in general. There are many important 

directories and files in the XNU structure, and a few of them that are worth to pay attention are: 

▪ bsd/kern 

▪ iokit/IOKit 

▪ iokit/Kernel/ 

▪ libkern/libkern 

▪ osfmk/UserNotification 

https://exploitreversing.com/2024/08/07/malware-analysis-series-mas-article-08/
https://exploitreversing.com/2024/08/07/malware-analysis-series-mas-article-08/
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▪ osfmk/device 

▪ osfmk/ipc 

▪ osfmk/kern 

▪ osfmk/vm 

Mach is responsible for the low-level communication between different kernel components and also high 

layers interfaces, so it provides the necessary abstraction to BSD layer in several aspects such as tasks, 

threads, ports, messages and mainly memory objects.  These mentioned structures (types) that are not the 

only involved with Mach, and there are other ones like processor, host, alarm and so on (check 

osfmk\mach\mach_types.h). Additionally, the BSD layer and Mach layer are bound in many ways.  

To avoid getting into unnecessary details at this moment (I will return to details later), the usual process 

that are well-known from other operating systems are represented in Mach as a dual-component that is a 

task, which does not execute, and a thread that is the true running object that executes inside of the task, 

and it shares similarities with Linux and Windows by owning its own kernel stack, exception handers, 

processor registers and so on. Nonetheless, there is not a parent-child relationship between tasks. Task 

definition can be found in osfmk\kern\task.h file.  As readers might predict, there is an internal routine 

named task_create_internal, as shown below (osfmk\kern\task_create_internal): 

 

[Figure 48]: Task creation (truncated) 

As a side note, although we have referred to Mach aspects up to this point, the BSD process representation 

is like other systems such Linux, for example. As we can notice, there are relevant differences between 

Mach tasks and BSD processes because the Mach task structure contains information IPC and addresses, 

while BSD process structure contains usual information such as credentials and file descriptors.  
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The visualization of task structure and proc structure makes such difference clearer: 

 

[Figure 49]: task structure  (truncated) 

The BSD process structure (struct proc) is also shown below: 

 

[Figure 50]: BSD proc structure  (truncated) 

Mach ports, which are a kind of object references (it is an imprecise definition, but it reasonable for now), 

work as an IPC communication channel that is implemented as a message key and has rights (capabilities) 

associated with them and that can determine whether a task would be allowed or not to send a message 
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to the port or even which task could receive messages that are addressed to them. Therefore, a task has to 

hold the necessary rights to manipulate a given port. As an extension of the rules, multiple tasks can 

contain “send rights” to a target port, even though only one task can have “receive rights” to the same 

port. There are different port rights, and they can be checked in osfmk\mach\port.h file: 

 

[Figure 51]: Mach port rights 

As such ports have an interface and communication behavior (by the way, a unidirectional channel), they 

are used as protected access to different kernel and system resources such as the mentioned ports, 

threads and even memory, which will be discussed later, but also show that all of these resources have a 

respective port assigned. For example, a Mach task has a kernel port and exception ports associated with 

it.  The protected access characteristic of a port comes from the need of having required rights (capability) 

to send or receive any message to the port.  For sure, all Mach threads (also known as kernel thread) from 

a task have natural access to ports of the respective task, but a task (and it threads) cannot access ports 

from other threads unless it has the appropriate rights. In terms of referential information, the name of a 

Mach port is represented by an integer in a resembling way of Linux file descriptors. As we are talking 

about messages, Mach IPC messages are used by threads to communicate with each other and also 

provide quite an interesting feature of being able to asynchronously transmit port rights (capabilities) 

between tasks. No doubt, it is a bit strange this concept of sending or receiving rights to/from a port, but 

readers will get accustomed to it and will see further details later.  

Following the same subject, macOS also provides us with the Mach traps concept, which are terribly 

similar to system calls from other systems, but they do not allow direct access to Mach kernel services 

through such traps. The point of communication offered by Mach traps is for user programs to access 

server counterparts, and these provide some of requested kernel services. In other words, it would be 

something like client → server → kernel services. Furthermore, RPC (Remote Procedure Call) is the 

foundation of Mach communication, and associated Mach services normally make use of MIG (Mach 

Interface Generator), which provides an excellent framework and simplify the creation of associated 

Mach clients and servers by generating all the boilerplates. As a suggestion, check 

osfmk\mach\mach_traps.h file for distinct types of Mach traps.  
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Based on the exposed structures and objects, Mach ports are initially quite an unusual concept because:  

▪ They have and offer a kind of access interface and communication object.  

▪ They can be accessed only with the requested port rights (send, send_once, receive and so on).  

▪ Port rights can be passed through messages.  

▪ Ports are usually unidirectional.  

▪ A port is simply a kernel object. 

▪ The port name is a handle with limited reach and restricted to the task’s scope.  

Other port types are important such as: 

▪ task port: it offers an IPC channel for communication between tasks, where each task has a 

respective task port that allows the interaction with the kernel and other tasks.  

 

▪ thread port: it permits IPC communication between threads and kernel by sending and receiving 

message. Additionally, there are two types of thread ports: 

o thread control port: it can be used to manage and control a thread by executing operations 

including suspending and resuming a thread.  

o exception port: it is used to manage thread exceptions and errors.  

 

▪ Host port: it offers access to the I/O Register and processor set, being that it also manages 

resources such as memory allocation and power management.  

 

▪ host_priv port: it provides access to sensitive and privileged system information, which are 

accessible from root or system processes with elevated privileges. 

 

▪ host special port: they are dedicated for system usage and not to be used by user applications, are 

most of the time associated with a specific service (daemon) for system-level communication and 

services (security services, Apple services, System Ports). 

 

▪ device ports: they are created and used for communication with hardware devices when a driver 

needs to retrieve information and send commands.   

 

▪ memory object ports: they are used to manage virtual memory objects, and in special they are 

used for implementing shared regions between tasks and paging.  

 

▪ security server port: it is used for communication with macOS components that manage 

authentication and authorization 

 

▪ notification ports: they are used to send and receive system notification and alerts in a scenario 

that a process can register for notification by creating exactly a notification port, and associating 

the types of events that it is willing to receive. Besides process monitoring, there are also events 

related to hardware and applications.   

 

▪ IPC ports: they are general purpose ports used for communication between processes, and there 

are two classes of IPC ports: port rights (capabilities) and special ports (described above) 
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▪ I/O Kit ports: they are used for controlling and monitoring I/O Kit drivers and devices.  

There are special ports that are provided by the kernel, and other ones not: 

 

[Figure 52]: Special ports 

Additionally, there are many contrasting functions to work with ports, and a few are one of them: 

▪ mach_port_names 

▪ mach_port_type 

▪ mach_port_rename 

▪ mach_port_allocate_name 

▪ mach_port_allocate 

▪ mach_port_destroy 

▪ mach_port_get_refs 

▪ mach_port_peak 

▪ mach_port_extract_right 

▪ mach_port_kernel_object 

A recommended file to read a good description on each function above is osfmk\mach\mach_port.defs 

file, but we will see some of these functions later. We can retrieve the Mach port list from a specific 

process (the font is small because there are too many columns, unfortunately): 
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▪ ps aux | grep “login -pf” 

▪ lsmp -p 9332 | head -25 

 

[Figure 53: Mach ports list (truncated) 

The plus signal (+) indicates a remote client connected to the given local port. More on Mach ports later.  

 

7.3. Memory 

 

Memory management is a fascinating topic, but I want to keep our scope reduced and only present basic 

ideas that likely readers already know about. Actually, we can touch many dissimilar parts of memory while 

describing definitions and involved structures: low-level (Mach level) and high-level heap (in special), and 

for exploitation it is the most attractive subject, by far.  

MacOS/iOS also treats memory as 4K block (regular size), even though it might be larger than it (mainly in 

modern iOS devices that offer kernel pages with 16KB). Well-known concepts such as paging, copy-on-

write, PFN (page frame number), anonymous memory, swapping and memory status such as free, active, 

and inactive (pages previously used, but not any longer) are the same, or in a few cases, almost the same. 

Eventually, names such as wired (resident) or even speculative (fetched in operations like read-ahead) 

might be initially strange, but there is nothing really new and about which you should worry.  

There are many memory APIs that are also grouped in BSD system calls and Mach system calls, which are 

defined in a few files. Additionally, most of these functions are provided by files such as: 

▪ bsd\sys\malloc.h 

▪ libsyscall\mach\mach_vm.c 

▪ osfmk\vm\vm_map.h 

▪ osfmk\vm\vm_map_internal.h  

From these files we can find prototypes and definitions of memory functions. The first ones (malloc.h) 

expose the first usual and very primitive BSD functions: 
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[Figure 54]: malloc.h file (truncated) 

A recommended file to check for constants, which supplement the previous one, is bsd\sys\mman.h:  

 

[Figure 55]: mman.h file (truncated) 
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Some of these BSD functions, which are well-known, follow: 

▪ mmap: this function map files or even devices into memory. This function is defined in 

libsyscall\wrappers\unix03\mmap.c file.  

▪ munmap: this function unmap files from memory. 

▪ mprotect: this function changes the protection attributes of a given memory region, and some of 

these protections are PROT_NONE (0x00), PROT_READ (0x01), PROT_WRITE (0x02) and PROT_EXEC 

(0x04).  

▪ msync: this function synchronizes a given mapped memory region with a file in the file system.   

▪ mlock: this function locks a set of physical pages into memory (like resident memory) to prevent 

such pages being paging-out later.  

▪ madvise: this function provides a kind of advice to the system (kernel, in special) about the 

intended use of the memory.  

▪ minherit: this function controls the inheritance characteristics of memory pages such as  

VM_INHERIT_NONE (pages are not inherited by child address), VM_INHERIT_COPY (pages are 

copied to child processes) and VM_INHERIT_SHARE (pages are shared with child process).  

In terms of Mach layer, based on other files such as libsyscall\mach\mach_vm.c, osfmk\vm\vm_map.h 

and osfmk\vm\vm_map_internal.h, some of Mach functions arise and are recommended to know:  

▪ mach_vm_allocate: this function allocates a region of virtual memory within the assigned space for 

a specified task. 

▪ mach_vm_deallocate: this function deallocates a region of virtual memory within the assigned 

space for a specified task. 

▪ mach_vm_protect: this function changes memory protection attributes of a region of memory. 

Memory attributes can be VM_PROT_READ, VM_PROT_WRITE and VM_PROT_EXECUTE.  

▪ vm_allocate: this function allocates a region of memory. 

▪ vm_deallocate: this function deallocates a region of memory. 

▪ vm_protect: this function changes a given memory page protection. 

▪ mach_vm_map:  this function maps a region of memory in a task. 

▪ mach_vm_remap: this function changes the region of an existing mapping.  

▪ mach_vm_remap_new: this function remaps a range of memory from one task to another.  

▪ mach_vm_read: this function reads a range of virtual memory from a given task.  

▪ vm_map: this function creates a memory mapping in a given task.  

▪ vm_remap: this function maps a region of memory from one task to another or even within the 

same task.  

▪ vm_read: this function reads a range of virtual memory from a given task.  

▪ vm_remap_new: this function remaps a range of memory from one task to another. 

▪ vm_read: this function reads a range of virtual memory from a given task. 

▪ mach_vm_purgable_control: this function manages the purgability of a given memory region. By 

the way, purgable memory is a memory that can be freed when the system needs more memory.  

▪ vm_purgable_control: this function manages the purgability of a given memory region.  

▪ vm_map_create: this function creates an empty VM map, where the VM map offers a 

representation of an address space.  

▪ vm_map_deallocate: this function deallocates a VM map.  

▪ vm_map_wire: this function marks a region as non-pageable (locked in memory).  
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▪ vm_map_unwire: this function marks a wired region as pageable again.  

There are a multitude of concepts, ideas and definitions related to memory in macOS, mainly when we 

involve low-level (Mach) details:  

▪ A task can retrieve a memory object port from a memory manager.  

▪ An address space of a task (at Mach level) is represented by a VM map (struct _vm_map in 

osfmk\vm\vm_map_xnu.h file), which is composed of a doubly-linked list of memory regions and 

even physical map structures.  

▪ A VM map (struct _vm_map in osfmk\vm\vm_map_xnu.h file) is associated with a VM object 

(struct vm_object in osfmk\vm\vm_object_xnu.h file), and it is considered a set of VM map 

entries (struct vm_map_entries in osfmk\vm\vm_map_entry file).  

▪ A VM object (struct vm_object in osfmk\vm\vm_object_xnu.h file) is represented by a memory 

object, which is associated with a memory object port, whose rights (capabilities) are applied. 

Therefore, the memory object is a kind of interface to a source of data. 

▪ A VM map entry is composed by a list of VM pages (vm_page in osfmk\vm\vm_page file) that is 

mapped in a task.  

▪ In other words, a VM map represents an address space managed by the Mach VM.  

▪ Mach VM is the pivotal point for the whole configuration of regions.  

▪ A pager, which is associated with a memory object port that is the real provider of data,  is 

responsible for managing memory objects and pages.  

▪ There are several types of pagers, and the default pager is responsible for moving data between 

memory and swap space. 

▪ At end of a mapped memory used by a task, the respective range is deallocated, and all references 

are also given up. 

From a user-mode (high-level) point of view, most of the time memory allocation will use malloc( ) system 

call, which is a wrapper to _malloc_zone_malloc function, to allocate heap memory. Eventually, it might 

seem weird when compared to other systems, but in macOS allocations via malloc function are performed 

inside malloc zones, such as an array of objects with the same size. In other words, the use of zones is a 

way to put allocations (objects) of the same size and type together at the same place.  

From this point onward, it could be interesting to clone the libmalloc repository from the Apple 

Distribution macOS project:  

▪ git clone --recursive https://github.com/apple-oss-distributions/libmalloc. 

There is a standard default zone named DefaultMallocZone (from libmalloc\src\malloc.c) that is also  

known as scalable zone because it can scale to different allocation sizes created by the system. 

Additionally, custom zones may be created, and each of these zones have their own blocks and free 

memory blocks. This way,  zones can be classified based on the requested size for memory to be allocated, 

and the system makes available the following categories, whose sizes can be checked in 

libmalloc\src\magazine_zone.h file: 

▪ Nano Zone: this zone is dedicated to quite small allocations, and its allocations are smaller than 256 

bytes, and quantum size (block size, which is the minimal allocated data) of 16 bytes. Nonetheless, 

it is not enabled by default. Its structure is nanozone_s, which is defined in 

libmalloc\src\nanozone.h file.   
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▪ Tiny Zone: this zone is dedicated to small allocations, and it has 1 MB with allocations (< 1008 

bytes). The quantum size is 16 byes. An allocation chunk is the minimum and basic structure that is 

used by the malloc function, and such chunk is composed of multiple blocks, where each used 

chunk has metadata information, but unused chunks do not have such metadata information. 

Additionally, when the chunk is free (and belongs to a free list, and there are 64 free lists), it has a  

couple of pointers (previous and next) that points to the previous and next free chunks, 

respectively. As expected, and based on other examples of exploitation, such pointers are 

protected by a checksum and they are also shifted pointers, which makes it harder to modify them.  

 

▪ Small Zone: this zone is dedicated to small-sized allocations, and it has 8 MB with allocations that 

start in 1009 bytes and goes up to 32 KB. The quantum size is 512 bytes. There are also the same 

previous and next pointers to freed chunks (they work as a doubly-linked list, but they are used as 

raw pointers, and a new component (a byte) is added to the checksum. Another difference is that a 

page-aligned free chunk is named as “oob free chunk”. They do not have metadata associated and 

make part of an array. The region itself stores metadata at its end.    

 

▪ Medium Zone: this zone is dedicated to medium-sized allocation, and its allocations start with 32 

KB and have a maximum of 8192 KB. The quantum size is 32 KB.  

 

▪ Large Zone: this zone is dedicated to large allocation, and it has over 8MB with allocations larger 

than 15 KB, or larger than 127KB if memory is +1GB. 

Such allocations (mainly tiny and small ones, which will be very used) within each region must be managed, 

and that is the reason to use a structure named magazine, which works like a cache and has a series of 

fields for managing its structure. As we will see again later, a rack (like a partition) is composed of one or 

more magazines, and there is a link between racks and each magazine. There is also zone depot, which 

holds a list of full and empty magazines (explained in future articles). For now, you can imagine something 

as process memory → rack → magazine → regions (zones) → blocks (quantum). It is the rack that holds 

the magazine type and another metadata that is the number of regions that make part of the rack.  

During the calling of malloc function is size parameter that is the first selector to decide what region will 

be used. However, as already explained, these regions work like a cache. If the requested size is not found 

in this cache, the respective free lists will be verified. If the chosen chunk is a regular chunk then it is taken, 

but if the chosen chunk comes from the oob chunk array, so malloc takes the next chunk. This procedure is 

the same for tiny and small zones except by the checksum because it works with raw pointer in the small 

zone context.  

All associated values of different zones can be checked in libmalloc\src\thresholds.h file. Furthermore, 

there are also multiple other zones defined for mechanisms and applications, as well as purgeable zones, 

where allocated pages can be freed when it is necessary (low memory), but it is not the moment to 

comment about it (check libmalloc\src\purgeable_malloc.c and related files). Anyway, zones in general 

can be listed by executing the following command (use sudo command or root user to run it), and 

zone_info structure (osfmk\mach_debug\zone_info.h).  

The next two figures show part of the source code where zone thresholds are shown and also a list of 

different zones created in this macOS installation:  
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[Figure 56]: libmalloc\src\attributes.h file (truncated) 
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[Figure 57]: Zone list (truncated) 

There is also a reference to nanov2_zone, which is based on arena allocation, and it is defined in 

libmalloc\src\nanov2_zone.h file where we learn that it works with a 16 KB block size, the arena size is 

64MB and the region size is 512 MB. Within the arena, there are 4096 blocks, and a region can have up to 

8 arenas. The nano2v zone is represented by nanozonev2_s structure.  

There are a series of malloc functions associated with zones: malloc_create_zone, malloc_destroy_zone, 

malloc_zone_malloc, malloc_zone_calloc, malloc_zone_relloc, malloc_zone_free, malloc_zone_register, 

malloc_zone_unregister, and other ones. The zone structure (osfmk\kern\zalloc_internal.h) itself has the 

following content: 

 

[Figure 58]: Zone structure (truncated) 
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To understand how a scalable zone (default zone) works and being able to correlate further details related 

to memory management that will be presented later, readers should adopt the following memory 

organization:   

▪ The process’s memory is divided into three parts. 

▪ The first part is dedicated to tiny allocations. 

▪ The second part is dedicated to small allocations. 

▪ The third part is dedicated to larger allocations.  

▪ These parts are known as racks. (check libmalloc\src\magazine_rack.c file) 

▪ The first two racks (for tiny and small allocations) are populated with magazines (magazine_s 

structure, which is defined in libmalloc\src\magazine_zone.h), where each magazine is composed 

of multiple regions according to the respective allocations (1MB for tiny allocations and 8MB for 

small allocations).  

▪ All magazines contain a metadata region (usually protected, mainly the pointers that are checked 

during coalescing operations) at the end of the region, where information like previous pointer, 

forward pointer and size are saved. Note that metadata is specific to the rack. 

▪ Each region is subdivided into quantum, where each tiny allocation contains multiple 16 bytes 

quantum, and each small allocation contains multiple 512 bytes quantum.  

The composition shown above represents how memory is organized in magazines and subdivisions. 

Furthermore, in the past, magazines were created to provide CPU caches (one magazine per core), and it 

makes sense because when an allocation is freed, the respective block is cached exactly in the magazine 

and, eventually, it replaces the old cached entries causing coalescing of successive freed blocks, and such a 

coalesced block is added into the free list, which is managed through previous and next pointers (both 

should be protected, by the way) in a doubly-linked list.  As a result, next time that a block is allocated, the 

requested block size will be searched in the cache, free list, end of the region and, at the limit, a new 

region will be allocated to attend the request. At the end of the day, we are looking for contiguous and 

non-randomized ASLR for exploitation, and in determined contexts, there is a possibility here.  

There are a series of environment variables (credits: all of them pulled from malloc man page) that can 

change the behavior of allocation-related functions and allow us to be tracking what is really happening: 

▪ MallocDebugReport:  it specifies where messages are written.  

▪ MallocGuardEdges: it adds a guard page before and after each large block. 

▪ MallocDoNotProtectPrelude: it does not add a guard page before large blocks. 

▪ MallocDoNotProtectPostlude: it does not add a guard page after large blocks. 

▪ MallocStackLogging: it records all allocation and deallocation events to an on-disk log, along with 

stacks, so that tools like leaks(1) and malloc_history(1) can be used. Possible values: default, vm 

(records only allocation of virtual memory regions), malloc (it records only allocations via malloc 

and respective interfaces) and lite (it records only the current allocation). 

▪ MallocStackLoggingDirectory: it records stack logs to the directory specified instead of saving them 

to the default location (/tmp). 

▪ MallocScribble: it fills memory that has been allocated with 0xaa bytes.                                        

memory will fail. It also fills memory that has been deallocated with 0x55 bytes. 

▪ MallocCheckHeapStart <s>: it specifies the number of allocations <s> to wait before beginning 

periodic heap checks every <n> as specified by MallocCheckHeapEach. 
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▪ MallocCheckHeapEach <n>: it runs a consistency check on the heap every <n> operations.  

MallocCheckHeapEach is only meaningful if MallocCheckHeapStart is also set. 

▪ MallocCheckHeapSleep <t>: it sets the number of seconds to sleep (waiting for a debugger to 

attach) when MallocCheckHeapStart is set, and a heap corruption is detected.  The default is 100 

seconds. 

▪ MallocCheckHeapAbort <b>: when MallocCheckHeapStart is set and this is set to a non-zero value, 

causes abort(3) to be called if a heap corruption is detected, instead of any sleeping. 

▪ MallocErrorAbort: it causes abort(3) to be called if an error was encountered in malloc(3) or 

free(3), such as a calling free(3) on a pointer previously freed. 

▪ MallocCorruptionAbort: it is similar to MallocErrorAbort but will not abort in out of memory 

conditions, making it more useful to catch only those errors which will cause memory corruption. 

MallocCorruptionAbort is always set on 64-bit processes. 

▪ MallocZeroOnFree: Starting in macOS 13, iOS 16.1 and aligned releases, free(3) fully zeroes many 

blocks immediately.  This may expose some previously-silent bugs in existing applications. In 

particular, read-after-free bugs may now observe zeroes instead of the previous content of an 

allocation, and write-after-free bugs may cause calloc(3) to return non-zero memory.  

MallocZeroOnFree can be set to 0 or 1 to explicitly disable or enable this zeroing behavior to aid in 

diagnosing such bugs.  

▪ MallocCheckZeroOnFreeCorruption: when zero-on-free behavior is active, this environment 

variable can be set to 1 to cause the allocator to check that the free block chosen for a given 

allocation remained fully zeroed and was not corrupted by any invalid use-after-free writes.  If 

corruption is detected, the allocator will abort the operation. 

▪ MallocHelp: it prints a list of environment variables that are paid heed to by the allocation-related 

functions, along with short descriptions.   

I have brough up the magazine freelist array topic, and It is large enough to hold freed blocks from diverse 

kinds of allocation (tiny, small, and medium). Additionally, there is a special place within the list for 

coalesced regions that are larger than the maximum allocation size of the designed allocator. As readers 

notice, there is a series of mechanisms to guarantee the decent work and performance of the memory 

system, which is compressed (run vm_stat | grep compr to check it).  

Under security aspects, we can make comments on additional points that might be useful: 

▪ Freed elements are tracked by the free list. 

▪ Very probably these freed elements from a zone (by garbage collector) will cause holes, which later 

will suffer coalescing and a reorganization of such elements that, at the end, will be re-used in 

another zone.  

▪ Obviously, all released elements from a zone were related to a previous object, and it can 

represent a security risk because, similarly to other targets in Windows and Linux contexts, an 

attacker could try to artificially decrease reference counting to zero of a given allocated object to 

change its status to free while it is still used. This object would be freed and later re-used by a 

new allocation (use-after-free), so it would be possible to write anything in memory of the new 

object. 

▪ Over time, protections have been added to introduce allocation randomization through a kernel 

slide (printed as kernel slid) in the kernel base to prevent any fixed address, also included guard 
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protection in both sides of a freed element and these protections (a kind of a token or cookie) are 

re-checked when the element memory is re-used, so avoiding any manipulation.  

▪ Allocations are contiguous and not randomized under certain conditions. 

▪ A region may have allocations of assorted sizes under certain restrictions. 

▪ Another well-known technique is creating a chunk and, playing with the size meta-information , try 

to alter the context of another (the next) chunk.  

▪ Even having a favorable heap layout, different protections implemented over time can make real 

exploitation hard. 

Zalloc function (very hardened in current days) is used to allocate memory from a predefined memory 

zone, and there are its variants like zalloc_noblock that never blocks. The default zone is managed by a 

zone allocator, which is great for static zone sizes, but it might be better to dynamic allocation lengths. 

Other interesting points: 

▪ In general, memory can be allocated by using functions such as zalloc, zalloc_percpu, 

zalloc_permanent and kalloc.  

▪ The zone allocator keeps a bitmap that indicates what elements are allocater or free.  

▪ Zone tagging allows us to tag and account allocations. 

▪ Probabilistic guard zalloc is an alternative protection.  

▪ Zone zeroing allows the possibility of having all allocations from a zone zeroed when allocated 

blocks become free.  

▪ Zone leak debugging code to find leaks from a zone.  

▪ Zone corruption logging to find the source of a zone corruption.   

▪ Zone for logging.  

▪ In zones, a random grow of memory prevents a precise prediction of the heap and, consequently, 

making it harder to deploy an out-of-boundary exploitation technique to compromise a zone page 

and cause side effect (arbitrary writing) over another one.  

▪ Guards added after each chunk to mitigate out-of-boundary exploitation, mainly in zones allocated 

by kalloc function. Thus, this measure can reduce the effectiveness of the FENG-SHUI technique 

(there are newer defenses against it) because it is highly likely to find a guard. 

▪ A series of out-of-boundary exploitation techniques are based on precise interleaving of specific 

types and, if this kind of interleaving  is no longer possible then such techniques are broken.  

▪ Chunk lengths are randomized and, additionally, guard pages are also used with new chunks.  

All of these exposed points deserve to be detailed and extended because they are rich topics and offer an 

endless number of learning opportunities. In this article I am not going to exploit them (it is only the first 

article of this macOS series), but I will eventually return to the theme. To finish this section, a couple of 

brief comments about two mechanisms that are used to manage memory pressure follow: 

▪ Memorystatus mechanism (from macOS) try to evaluate memory pressure, which is caused by a 

series of events and measures such as amount of wired memory (resident memory), file cache 

usage, free memory, and other items. When there is a shortage of memory then the mechanism 

starts its action and gradually terminates application.  

 

▪ Jetsam mechanism (from iOS) shows a similar behavior to memorystatus, but it is much more 

aggressive to free memory because mobile devices have less resources.  
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7.4. IPC mechanisms 

 

IPC (Inter-Process Communication) is a mechanism that enables processes to communicate with each 

other by exchanging messages among running processes using synchronous (semaphores and mutexes, 

for example) or asynchronous techniques. The most common goal is to share information about the 

processes involved and, at the same time, obtain a gain of performance. The portfolio of IPC mechanisms is 

vast and include socket, Apple events,  XPC, shared memory and shared file, and all of them offer 

solutions to specific contexts and situations.  

Shared memory is a simple form of IPC, and terribly similar to any other operating system, and basically an 

exchange of contents occurs between a source and a target processes. Example of shared memory 

functions are available such as shmget (create a segment of memory), shmat (attach the shared memory 

segment to the address of the source process) and their helpers such as shmdt (detaches the memory 

segment) and shmctl (it is responsible for controlling operations based on shared memory).  

Mach port, as we have learned earlier this article, plays an important role on IPC because it provides all 

necessary foundation to IPC techniques such as semaphores (usually deployed to control and synchronize 

the usage of resources), message queues, notification, locks (similar to mutexes) and RPC (Remote 

Procedure Call), for example.  

To understand such communication methods, we should remember about Mach concepts such as:  

▪ tasks are similar to processes in BSD systems, and they contain one or more threads, being the goal 

of a task to provide resources to its threads.    

▪ Mach port is the main communication method between tasks.   

▪ tasks hold port rights to access ports because a port can be accessed only through a given right.  

▪ there are distinct types of rights, and the objective of having a port right is to access or even 

modify an object, which is a resource accessed by a port.  

▪ tasks can copy or even move port rights between them using IPC. 

▪ there are different port rights such as send right (a task is allowed to send messages to a given 

port), receive right (a task can receive messages sent to the port), send-once (a task is allowed to 

send one and only one message to a the given port) and port set right (a port set is an array of 

rights that allows a task to list on multiple ports).  

▪ the port communication is one-way direction.  

▪ the message exchange happens through message queues in an asynchronous way.  

▪ the entire communication of Mach resources (except in memory case) it through Mach ports.  

In terms of Mach ports, readers will find functions such as mach_msg, mach_port_allocate, 

mach_port_insert_right and bootstrap_register in terms of Mach layer, but you will be managing high 

level functions from the Foundation and Core Foundation frameworks too.  

Mach is a natural candidate for anything related to communication because its working is based on 

message exchanges and fundamentally for the kernel. There are a series of data types related to IPC such 

as ipc_object, ipc_entry_t, ipc_set_t, and also structures such as ipc_port, ipc_mqueue and ipc_space 

(and other ones), and such types are the foundation of the mechanism as a whole.  

Such IPC data type can be examined in osfmk\ipc\ipc_types.h file, as shown below:  
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[Figure 59]: IPC types (truncated) 

The file osfmk\ipc\ipc_port.h contains a series of structures, and one of them is ipc_port, as shown below: 

 

[Figure 60]: osfmk\ipc\ipc_port.h (truncated) 
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Although I have quickly explained about Mach ports, another important concept is a message descriptor, 

which provides a viable method to include one or more port rights in a message as a sender. Additionally, 

port set descriptors hold a number of ports that will be included in the message and also allow to provide 

a virtual address space region. At the same time, it is excellent that the possibility of copying rights and 

virtual address space regions to the receiving port, if the target does not check what is being copied then 

vulnerable might arise. Following the same line, port set descriptors are also used to cause heap memory 

manipulation. There are multiple source-files that readers can learn a lot on IPC details because they are 

really well-commented, and some of them are (both .h and .c extensions)  osfmk\ipc\ipc_object, 

osfmk\mach_debug\ipc_info, osfmk\ipc\ipc_space, osfmk\ipc\ipc_notify and osfmk\ipc\ipc_mqueue 

(once again, add extensions .h and .c for mentioned files).  

Likely sockets, in terms of high-level communication, are the most known when discussing on inter-process 

communication because such communication happens using packets and there is a well-established 

portfolio of network APIs as POSIX, CFNetwork framework, NSStream and CFStream and C Networking 

APIs from Core Foundation. Anyway, sockets are great for one-to-one communication, but most of the 

time are used for a low amount. On the other hand, Socket is a universal technology among platforms. 

Apple offers its own IPC mechanism for communication that is Apple Events, which as suitable for GUI 

applications on macOS in communications inside the system or even across different systems and usually 

deployed for requesting or providing other applications with services. In a general way, applications 

register callback routines in the Apple Event Manager and soon the application receives an Apple event it 

will dispatch such event to the more appropriate handlers via the same Apple Event Manager. To use and 

interact with this manager, one of the alternatives is to use AppleScript, which is used by Cocoa 

applications, for example. Additionally, AppleScript is a valuable, simple, and accessible resource to macOS 

users and power users. Unfortunately, not all applications are scriptable as we already could imagine.   

I have quickly mentioned notifications that are a key component because they contain information about 

events and when an event happens then it is published to the notification center, which is responsible for 

sending (via broadcasts) such notifications to all registered objects, as mentioned previously. Similar to 

other operating systems, notifications do not need to be released immediately, and there could be a delay 

in this transmission (in this case, asynchronously). The object, which eventually can have a name that 

serves as an identification, registers itself to the notification center and can exchange information with 

other objects through messages that are built in NSNotification objects . Additionally, a notification object 

not only receives notifications (messages), but it is also able to publish (post) a notification, and usually 

such registration comes from an application, even it is able to receive notification messages from other 

notification centers once it has done a registration to a distributed notification center. 

Moving to a different IPC mechanism, certainly one of most discussed inter-process communication topics 

under the security context (sometimes related to existing vulnerabilities) is XPC because it is a powerful, 

stable and enhanced mechanism that makes easier the communication through messages between 

application’s components and also makes it an appropriate framework for offering services, which are 

implemented as Bundles -- xpc_bundle_t) and, similarly to other Apple mechanisms, there are two levels 

of APIs such low-level and high-level (it uses NSXPCConnection: 

https://developer.apple.com/documentation/foundation/nsxpcconnection) and NSXPCListener: 

https://developer.apple.com/documentation/foundation/nsxpclistener), and in the latter case 

programming languages such as Objective-C and Swift can be used to generate applications.   

https://developer.apple.com/documentation/foundation/nsxpcconnection
https://developer.apple.com/documentation/foundation/nsxpclistener
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As a good IPC mechanism, XPC offers effective inter-process communication through a listener (server) and 

client peers (including remote hosts). XPC framework has security protections to avoid exploitation and, for 

example, each XPC service is managed by launchd and gcd and is also sandboxed, which provides the due 

isolation that, with the help offered by entitlements, mitigate problems related to sandbox escape and 

elevation of privilege. Unfortunately, eventual software vulnerabilities have come up over the years, and 

even sandboxes escaping techniques have been revealed (probably there are many unrevealed exploits in 

the wild). Additionally, the core of XPC (libxpc) is not open-sourced (readers can verify Apple open-source 

projects on https://opensource.apple.com/releases/), but there are good projects on GitHub from 

professional that started doing a reimplementation of it. At the same way, there have been a few 

vulnerabilities related to it such as CVE-2020-9971 and CVE-2021-30652, for example. 

The high-level communication is quite accessible because it depends on a connection (from both sides), an 

interface that works as a contract and that exposes all available methods, an XPC service that accepts 

eventual connections and the message itself that is used to exchange information in a bidirectional and 

asynchronous way. The message data involved in XPC communication is formatted and encoded as a 

dictionary (xpc_dictionary_t), which establishes a kind of protection against attacks like type confusion.  

There is a low-level interface known as XPC Service APIs which is very interesting, with many functions 

starting with __xpc_ prefix, and that handles a wide range of specific XPC types (even though XPC does not 

have a defined schema) and also prefixed at the same form (__xpc_type_int64, __xpc_type_string, 

__xpc_type_array, __xpc_type__data and many others), as shown below: 

 

[Figure 61]: listing XPC data types 

https://opensource.apple.com/releases/
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The option -S is used to list symbols (similar to nm command) and the “-D” in the grep is because we are 

interested in global symbols from data segment. For sure, you can use the same approach to get global 

symbols from the text section, which most of the time represent routines: 

 

[Figure 62]: listing XPC symbols from text section 

In terms of messages transferred using XPC, they formatted as dictionaries (as already stated) and are 

serialized. On the other side, in high-level, C APIs handle with objects, which are all derived from 

xpc_object_t type, and there are methods to manipulate distinguished types too.  

To start a given XPC service, once the client makes a request for such XPC service, the launchd starts the 

xpcproxyd, which establishes due restrictions and launches the target XPC service. The process is 

accelerated by using a cache containing information on available XPC services. Additionally, there are plist 

files that hold the configuration about how each service is started, and such plist files are spread in 

different directories such as /Library/LaunchDaemons and /System/Library/LaunchDaemons folders, but 

there are other ones associated with agents (same directories, but the folder is LaunchAgents). If readers 

do a quick search on the system (the easiest command is find / -name *.xpc > xpc_list.txt) a lot of 

directories with extension .xpc, which makes part of an application, will come up and a quick filter as 

shown below shows many examples:  

 

[Figure 63]: Listing a few XPC related directories and files.  
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About the mentioned plist, you can verify one of the plist and see the key MachServices and the respective 

service name below: 

 

[Figure 64]: Plist related to the service 

The XPC service, which is managed by the launchd, is limited to a specific process because the launchd 

process domain that works as a namespace and stores the necessary information on the XPC service. This 

information must (or at least should) be retrieved and modified by the respective owner process. This 

behavior is shown below: 
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[Figure 65]: Retrieving process domain information of a process. 

If readers want to investigate the code, you can check the reversed code shown below and understand 

how the launchctl allows or not get or even modify the domain information:  

 

[Figure 66]: Brief reversing of launchctl 
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Of course, it is not the moment to dig into reversing sessions, but a few observations about launchd 

process domain can be appropriate: 

▪ launchd is a critical system process that is responsible for launching processes and managing 

system services and IPC communication (XPC), for example. Additionally, and as readers have 

already realized, it is managed by the launchctl application.  

▪ launchd is able to talk to all processes running on system, and it also offers mechanisms to search 

and connect to such system services.  

▪ the main structures associated with launchd are domain, services, and endpoints.  

▪ each service has a collection of endpoints, and when a message is sent to one of these endpoints, 

the service is launched.  

▪ the domain is responsible for managing the execution policy for a set of services.  

▪ there are distinct kinds of domains:  

o system: it manages the root Mach bootstrap. As expected, root privileges are necessary to 

make any change.  

o user: it exists regardless of a logged-in user, but it does not exist on iOS.  

o user-login: it is created when a user logs-in at the GUI and, similarly to user domain, it does 

not exist on iOS. 

o gui/session domain: it is similar to login domain, but its identifier is based on the user. Thus, 

there are my resources shared between login and user domains.  

o pid domain: each process has a PID domain that consists of XPC services visible to the target 

process (it is exactly our case).  

In a high-level view, services run on the top and use different abstraction layers such as MIG and XPC (for 

example) to communicate with the Mach layer (XPC data type deserialization occurs between abstraction 

layer and Mach layer), which exchanges Mach messages with the kernel. Security issues related to type 

confusion vulnerability should not happen, but may happen due to the existence of secure versions 

xpc_dictionary_get_<type> and xpc_array_get_<type>, and unsecure xpc_dictionary_get_value and 

xpc_array_get_value functions:  

 

[Figure 67]: Different XPC service functions 
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I have mentioned about secure and unsecure versions of services functions because while secure versions  

check and ensure that the data entry is expected type, the unsecure ones do not perform such check.  

In the next figures, which show the first two represent the secure version and the other one is an unsecure 

version, you can notice the following details: 

▪ The secure version (xpc_dictionary_get_int64(xpc_object_t xdict, const char *key)) accepts a 

xpc_object_t type (which is a generic type), and soon at the beginning of the function it calls 

_xpc_dictionary_look_up_fast function. 

▪ We can notice that the returned value (result) is checked to decide the next step, as can be 

visualized between the lines 20 and 32. If everything goes fine, so xpc_int64_get_value got called 

and the tagged pointer value (in case of pointers) will be managed.  

▪ Within the _xpc_dictionary_look_up_fast function, we can see that the passed type is checked on 

line 17 (and 18) through xpc_get_type function and if it is not the expected type then the routine 

invokes _xpc_api_misuse with “Given object not of required type.” message.  

▪ If the type is correct then _xpc_dictionary_look_up is called and the function continues its 

processing normally even though the type is not the only checking that will be done.  

▪ In the unsecure version, such type-checking does not exist, unfortunately, which is auspicious for 

type confusion vulnerabilities. 

▪ To a real-world case and PoC, check https://project-zero.issues.chromium.org/issues/42452447. 

Additionally. it is always recommended to follow eventual messages.  

 

 
[Figure 68]: Secure XPC service function (part 1) 

https://project-zero.issues.chromium.org/issues/42452447
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[Figure 69]: Secure XPC service function (part 2) 

  

[Figure 70]: Unsecure XPC service functions 



https://exploitreversing.com 

 

66 | P a g e  
 

There are other IPC mechanisms:: 

▪ CFMessagePort: it provides a communication channel able to transmit data between processes or 

threads on the local machine. Methods such CFMessagePortCreateLocal (to create local messages),  

CFMessageRemoteLocal (to create remote messages), CFMessagePortCreateRunLoopSource 

(create a run loop source to listen messages) and CFRunLoopAddSource (add messages into a run 

loop) are normally used while programming using this mechanism. 

▪ Pasteboard: it is a server shared by running applications, whose copied user data and other kinds of 

data can be transferred from one application to another. This mechanism is based on the 

NSPasteboard objects, which offers an interface to the server and all pasteboard operations.  

▪ Distributed Objects: it uses RPC and exposes objects via proxy objects.  

▪ NSXPCConnection: this method has already been mentioned previously, and its behavior is similar 

to distributed objects.  

Personally, and that is a matter of opinion, I consider IPC one of the most important topics while 

researching security vulnerabilities macOS and iOS. Therefore, I would like to leave some additional words 

and include a concise review of important concepts that we have already seen.   

▪ Mach IPC represent and offers the possibility of inter-communication within the same system and 

also via network.  

▪ The Mach port, which represents tasks, threads, memory objects, hosts and other ones,  should be 

treated as a kind of communication port (also interpreted as access point under the IPC context), 

which supports sending and receiving messages operations, and such operations allow tasks to 

place and retrieve messages from the internal queue.  

▪ The access to a Mach port by tasks is controlled a port right (as well as known as port capability), 

which are predictably are send and receive rights (by the way, a port right is considered as a port 

name, in general). Attention here: even though a task has one or more threads, rights are granted 

task and not to its threads. As we have learned, rights can be: 

o MACH_PORT_RIGHT_RECEIVE: it can receive a message, and there could be multiple 

senders, but only one receiver.  

o MACH_PORT_RIGHT_SEND: it can send a message, and it has its references controlled.  

o MACH_PORT_RIGHT_SEND_ONCE: it can send a message once.  

o MACH_PORT_RIGHT_PORT_SET: it is given as a receive-right on multiple ports.   

o MACH_PORT_RIGHT_DEAD_NAME: this right can be a send or even a send-once right  is 

not more valid because the associated port was destroyed.  

▪ A port set is a set of receive rights. 

▪ A nice concept on macOS/iOS is that a Mach port right (that is referred as port name, but they are 

different structures) can be transferred to another holder (receiver) through a message. 

▪ A recommended file to check is osfmk\ipc\mach_port.c from the XNU source files because it 

contains a series of routines related to Mach port and also good comments. For example, ports can 

be allocated using mach_port_allocate function, destroyed using mach_port_destroy function and 

many other available routines.  

▪ As we have introduced the Mach message concept, we have the mach_msg routine (a trap, 

actually) that is used to send or receive a message from a port (check osfmk\man\mach_msg.html 

and libsyscall\mach\mach_msg.c for its description and definition) -- there are variants using this 

function) as well mach_msg_overwrite function, which also send and receive a message.   
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[Figure 71]: mach_port_allocate routine from osfmk\ipc\mach_port.c file, mach_msg and 

mach_msg_overwrite routines from libsyscall\mach\mach_msg.c file, respectively. 
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▪ In terms of Mach message, there are two types of messages that are simple and complex. In 

general, they are composed of a header (mach_msg_header_t), a body (mach_msg_body_t if the 

message type is complex) and a trailer (there are distinct types too, but the fundamental one is 

mach_msg_trailer_t). The osfmk\mach\message.h contains definition, but certainly the scheme 

below provides us with a better visualization: 

 

[Figure 72]: Components of a Mach message 

▪ The picture above does not show, but for complex messages, the mach_msg_body_t structure, 

which holds the msgh_descriptor_count field, is followed by one or more descriptors, being the 

most basic of them used for passing a Mach port right). If it is a simple message then the body is 

only followed by normal data (untyped). Structures of message descriptors are shown below:  
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[Figure 73]: Distinct types of message descriptors for a Mach message  

▪ Ports are created by varied reasons and situations. For example, when a task is created a port is 

allocated as well as when launchd starts. On the other hand, a port is not inherited whether 

invoking a fork function. 

▪ If you pay attention to the other Mach message descriptors, one of them is 

mach_msg_ool_descriptor_t, which refers to messages that carry the address of a memory region 

because sender and received shares the memory region. This kind of message transfer is known as 

out-of-line transfer (OOL transfer).  

▪ The message structure composition, mainly complex messages, are really important while 

searching for vulnerabilities and, as readers can realize,  several fields are really structures whose 

respective description and  meaning relevant.  
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▪ RPC (Remote Procedure Call) is another mechanism that allows programs to communicate with 

each other. However, different from other operating systems, macOS offers the MIG (Mach 

Interface Generator), which produces all necessary code for client-server communication based on 

specification file (.defs extension). Thus, the generated MIG server is actually a task which makes 

available services for clients. Additionally, MIG is also used to implement Mach system calls and 

Mach interfaces for kernel objects are implemented using MIG via mig_subsystem structure: 

 

  [Figure 74]: mig_subsystem structure and kernel_routine_descriptor 

▪ There is a special type of Mach port that is an exception port, which receives information about the 

generated exception such as the responsible thread for the exception, the task that contains the 

thread, and also the exception type, being the there is a port for exception type for thread, task 

and host (from most specific port up to the most general one). As it is anticipated, there is an 

exception handler associated with an exception thread.  

▪ The osfmk\mach\exception_types.h offers a series of information and definition on exceptions 

such as exported  types, Mach exceptions and exception behaviors:  
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[Figure 75]: Mach Exceptions 

 
  

[Figure 76]: Expected Mach Behaviors 
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▪ macOS as diverse versions of Linux, offers the possibility for working with pipes, which are 

unidirectional data-flow by nature and are suitable for related processes. A pipe can be unnamed or 

named, which is also referred to as fifo, and allows regular usage with functions associated with file 

system operations using blocking or non-blocking mode.  

▪ Apple Event is another IPC mechanism created for transporting and releasing messages and as 

stated previously, it is strongly based on AppleScript.  

▪ Distributed Objects (also referred to as D.O.) is provided by Object-C runtime and allows 

applications to call remote objects from other applications (running locally or remotely) or even the 

same one. Of course, the impression offers by D.O. is that the remote object is located in the same 

system similar to modern technologies, frameworks, and applications. D.O. uses methods from 

NSConnection class.   

▪ Core Foundation (as well-known as CF framework) offers a range of functions that are responsible 

for sending and receiving notification, which is composed of a name, an object identifier and a 

dictionary (probably targeted for an attacker) that effectively carries the information, and such 

actions occur in the communication of local and even remote processes. I have already touched on 

this subject when I quickly explained about the local and distributed notification center, which is 

able to send named messages to all subscribers. The NSXPCConnection class, also mentioned 

previously, is an evolution of Distributed Objects.  

On recent versions of macOS, most of code executions happen inside of a sandbox environment, which 

part of the application (including XPC programs) run inside the sandbox and the other part of the same 

application runs out of the sandbox, and both communicate to each other through IPC. Moreover, macOS 

adopts the same approach for system daemons and there are many additional protections that we will 

review in the next section.  

 

08. Security 

 

When discussing on macOS/iOS security, there are software and hardware contexts, and each one has a 

really extensive list of topics to be detailed. You already know that exploiting vulnerabilities on Apple 

devices can be a challenging task due to multiple protections and constant improvements that have been 

implemented over time, and such evolution occurred in the system security, service security, hardware 

security, application security and mainly as data are stored and encrypted. About the most important 

protections themselves I will describe them later, and first we need to discuss the main mechanisms used 

by macOS and iOS. The first clear fact is that it is harder to exploit a mobile device (for example, iPhone) 

than only the operating system because the access is different, the involved hardware is also different and 

even protections on iOS are tighter than macOS. Apple offers a few pages related  to  security research and 

also its bug-bounty program, and readers should visit them: 

 

▪ Blog: https://security.apple.com/blog/ 

▪ Security Bounty: https://security.apple.com/bounty/ 

▪ Bounty Categories: https://security.apple.com/bounty/categories/ 

If readers want to learn more about past vulnerabilities then existing CVE can be important: 

https://security.apple.com/blog/
https://security.apple.com/bounty/
https://security.apple.com/bounty/categories/
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[Figure 77]: Existing Apple CVE Statistics | Credits: https://www.cvedetails.com/vendor/49/Apple.html  

You can check for details of each vulnerability on https://www.cvedetails.com/vulnerability-list/vendor_id-

49/Apple.html.  Another excellent source for keeping update about vulnerabilities (not only macOS/iOS) 

and zero-days is the following spreadsheet made available by Google Project Zero:  

 

▪ https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit?g

id=694054923#gid=694054923.  

 

Make sure to check different sheets, as shown below: 

 

 

https://www.cvedetails.com/vendor/49/Apple.html
https://www.cvedetails.com/vulnerability-list/vendor_id-49/Apple.html
https://www.cvedetails.com/vulnerability-list/vendor_id-49/Apple.html
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit?gid=694054923#gid=694054923
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit?gid=694054923#gid=694054923
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[Figure 78]:  List of CVEs and possibly zero days 

Probably you will need to jailbreak an iPhone, and one of the best website to learn what versions and 

devices the jailbreak is possible is:  https://idevicecentral.com/jailbreak-tools/ios-jailbreak-tools/ or even 

an automatic finder: https://idevicecentral.com/ios-jailbreak-tool-finder/:  

 

 

[Figure 79]:  iDevice Central | 

Jailbreak Tools for All iOS Versions 

https://idevicecentral.com/jailbreak-tools/ios-jailbreak-tools/
https://idevicecentral.com/ios-jailbreak-tool-finder/
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A suggestion is to retrieve a list of known macOS, iOS and related vulnerabilities of the last years to learn 
about them. Using the excellent CVEProject/cvelistV5 project, which is updated many times during the day 
(you need to update it using git pull command): 
 

▪ git clone https://github.com/CVEProject/cvelistV5 
▪ cd cvelistV5/cves 

 

A fair note is that they are still migrating old records and fixing eventual issues, so problems, formatting 

and even lacking records might happen. 

 

The following two scripts search for CVEs proposed by Apple and related to a pattern (macOS, iOS) and, 

once you pick up a CVE, the second script tries to format it (it is imprecise because records do not follow a 

fixed format that always have the same fields). I saved both scripts in cvelistV5/cves directory: 

 

  
 

[Figure 80]:  search_cve.py: searches for CVEs related to a pattern in a provided directory 

Although it seems to be important to comment right now, I have fixed the assigner to Apple because there 

are hundreds of other vulnerabilities related to Apple’s products, but that are not from Apple products 

themselves. Moreover, I have also focused on the complete description because it is more informative.   

https://github.com/CVEProject/cvelistV5
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[Figure 81]:  search_cve.py’s output (truncated) 

Each line represents a reported vulnerability, and for this reason the script shows the name of the JSON file 

and its respective complete description.  I have not used the title of the report because it is not descriptive 

in most of the opportunities, and it would not be useful.  

 

As I stated previously, the second script tries to format the provided JSON file and retrieve a few relevant 

fields. You can adapt it accordingly your needs. As reports can bring varied amounts of details and not all of 

them follow a fixed structure, you must not expect that the script to work with all provided JSON files and, 

for sure, adjustments will be necessary: 
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[Figure 82]:  parse_cve.py: it parses a provided JSON file 

An example of output is the following one: 

 

 

[Figure 83]:  parse_cve.py output 

The most important fields from the output above url, dataPublished, lessThen version, description, and 

values. The remaining fields can help and provide a guideline for further investigation. Of course,  you can 

read  to the JSON file directly.  

 

The general idea is to make a quick and compact review of only a few security mechanisms involved: 

 

▪ macOS and iOS implement MAC (Mandatory Access Control) framework, which represents its 

great and powerful foundation.  Other security features are built on the MACF foundation. 
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▪ There are associated MACF policies and respective list of rules, and also there is the 

security\mac_policy.h file, which contains information about kernel interfaces for MACF policy 

modules and also defines the list of supported operations. Examples of features that need MACF to 

work appropriately are AMFI (AppleMobileFileIntegrity) and Sandbox.  

 

▪ In Apple devices, native binaries are digitally signed, and their respective integrity are checked by 

verifying exactly such a signature to ensure  that none has changed and compromised the file’s 

integrity. Additionally, once the binary is signed, it is possible to know who has signed it. An 

example of usage of codesign command, which is used to check and show signatures, is shown 

below: 

 

[Figure 84]:  codesign command 

▪ There is another model that is ad-hoc signatures, whose signatures (actually only hashes and not 

the digital certificate) are stored into a cache (known as trust cache) and that can be protected by 

AMFI, which is an exclusive iOS topic. 

 

▪ Since 2023 Apple introduced the concept of notarization, where developers must submit the code 

to the Apple notary service, which will scan the software for any malicious content and also check 

the code signature. If everything is ok, so a ticket is generated, and the developer can stamp such a 

ticket to the software, and the online service will be showing such a ticket, which will be available 

for the Gatekeeper, which is a runtime protection that check downloaded application for potential 
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infection by malware, and whose effect is applied by /usr/libexec/syspolicyd daemon and database 

is stored in /var/db/SystemPolicy SQLite database.  

 

▪ In the example below, commands are checking for third-party application’s signature (010 Editor), 

the respective code signature requirements and its notarization, respectively: 

 

[Figure 85]:  checking signature, policy rules 

▪ macOS and iOS also use entitlements, which are rights that grant to an executable capability for 

performing diverse types of operations, and such entitlements are stored into the code signature 

as list of properties.   

 

▪ As entitlements represent a security layer, in which capabilities (rights) are granted to 

applications, they establish a way of control on the target application, limiting what the application 

can or cannot do.  

 

▪ There are a couple of lists including entitlements: 

 

o Apple: https://developer.apple.com/documentation/bundleresources/entitlements  

o OS X/iOS Entitlement Database: https://newosxbook.com/ent.php  

 

▪ An example of command to list entitlements of an application follows below: 

https://developer.apple.com/documentation/bundleresources/entitlements
https://newosxbook.com/ent.php
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[Figure 86]:  Listing entitlements of an application 

▪ Previously I mentioned Gatekeeper, which is one of the responsible frameworks for protecting 

macOS against malware threats, and a feature that already existed before Gatekeeper, but works 

and it is used by such a framework protection is the file quarantine attribute for any binary 

downloaded from the Internet. To reveal extended attributes, which quarantine attribute is one of 

them, run: 
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[Figure 87]:  Listing extended attributes 

▪ Readers can also list extended attributes using xattr -l <binary> command. If readers want to 

interact with Gatekeeper and its associated database with the list of approved binaries, it is 

possible to list the content of the policy database by executing: 

 

 

[Figure 88]:  Listing the Gatekeeper’s policy database 

▪ Of course, accessing the System Settings →  Privacy & Security → Security is a better and 

recommended option to check and eventually change Gatekeeper settings.  
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▪ Another interesting feature from Gatekeeper is path randomization (as known as application 

translocation), which when we run a downloaded application, such application is executed from a 

randomized path to prevent attackers of learning from where such application is launched and 

replace it by a malicious code. For example, we can check if an application would be translocated or 

not (translocate-policy-check) or it has been translocated or not (translocate-status-check) by 

running: 

 

o security translocate-policy-check <application> 

o security translocate-policy-check Downloads/010EditorMac64Installer13.0.2.dmg 

o security translocate-status-check <application> 

o security translocate-status-check Downloads/010EditorMac64Installer13.0.2.dmg 

 

▪ Security is enforced in user-mode and kernel-mode, and nowadays it is not allowed to load third-

party kernel extensions without explicit user’s approval and also restarting the system. Additionally, 

it is also required to configure the secure boot to Reduced Security in machines with Apple silicon 

(ARM processor).  

 

▪ AMFI (Apple Mobile File Integrity) is a mechanism composed of a kernel component 

(/System/Library/Extensions/AppleMobileFileIntegrity.kext) that cannot be unloaded and user-

mode component (/usr/libexec/amfid), and it is directly involved with security action such as:  

 

o signature validation, mainly by amfid (user-mode). 

o protection against unsigned code injections: 

▪ applications allocating anonymous memory through mmap( ) with MAP_JIT flag 

enabled, which com.apple.security.cs.allow-jit entitlement, which is required if the 

application has Hardened Runtime capability, 

▪ only one memory region allocation with this flag is allowed. 

▪ one of the main concerns of the AMFI is on allocation with executable protection.  

o allowing or restricting debugging by intercepting ptrace calls (it is not quite different from 

anti-debugging tricks). Debugging a target process is only possible when SIP is disabled, or 

the target is unsigned or even the target has the get_task_allow entitlement.  

o accessing task ports on iOS. Note that allowing send rights to task ports grants unlimited 

control over such ports. 

o memory protection, when AMFI intercepts mprotect calls and check for any attempt of a 

caller forcing a region to be accepted as trusted and as if it had a valid code signature. In 

osfmk\mach\vm_prot.h file  there are this protection and many other ones:  

 

  

[Figure 89]: osfmk\mach\vm_prot.h file: VM_PROT_TRUSTED 
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▪ No doubt, AMFI mechanism is one of many challenges to be overcome during jailbreaking and, 

over the past, the user-mode component (amfid) has been targeted. AMFI works in tandem with 

the Sandbox mechanism, and both use MACF as its foundation.  

 

▪ I have mentioned Hardened Runtime because its role is to protect the runtime of software against 

a few classes of exploits and techniques such as code injection, DLL hijacking and process memory 

space tampering, and such protection can be enabled on Xcode. As expected, this protection is 

based on the fact of that SIP (System Integrity Protection) is enabled by default.  

 

▪ Sometimes we want to know the dependencies and dependents of the given kernel extension, and 

in this specific case,  we want to know the dependencies of 

com.apple.driver.AppleMobileFileIntegrity and also dependents on this module. Therefore, I 

provide the script below (it can be improved a lot) that receives a kernel extension as an argument 

and provides us both dependencies and dependents list: 

 

[Figure 90]: Script to list dependencies and dependents 
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▪ It is time to assess the script using com.apple.driver.AppleMobileFileIntegrity kernel extension 

and, if you do not remember this name then it is easier to list all kernel extensions and filter it using 

a key as “integrity”, as shown below: 

 

[Figure 91]: Output containing dependencies and dependents 

▪ The output above, mainly in the dependents section, shows as other features such sandboxing and 

SystemPolicy framework, as well as a series of other kernel extensions.  

 

▪ It you want to retrieve the AMFI kernel component (AppleMobileFileIntegrity.kext) for further 

reversing and analysis then you need to uncompress the kernelcache and then extract the kernel 

extension. Therefore, the recommended steps are: 

 

o create a separate folder and go into it: mkdir amfi_demo ; cd amfi_demo 
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o copy the kernel cache into the created folder. The key point is the location of the kernel 

cache: cp 

/System/Volumes/Preboot/*/boot/*/System/Library/Caches/com.apple.kernelcaches/ke

rnelcache .  -- where the ‘*’ is replaced by an id that represents the name of the folder.  

o Decompress the kernel cache: ipsw kernel dec kernelcache 

o Extract the kernel extension: ipsw kernel extract kernelcache.decompressed 

com.apple.driver.AppleMobileFileIntegrity --output amfi_kernel_extension. 

 

 

[Figure 92]:  Extracting AppleMobileFileIntegrity.kext extension 

▪ As readers have already realized, mechanisms presented so far such as Code Signing (only trusted 

programs are authorized to run), and Gatekeeper (only verified developers and code signed 

applications can run), for example are implemented as MACF policies.  

 

▪ In general, the purpose of MACF is to intercept the communication between user-mode and kernel-

mode, which includes system calls and kernel events, and based on present MAC Policy Modules, a 
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decision (allow or deny) is taken. Moreover, there is a series of extended interfaces that can 

interact with MACF via user-mode or kernel mode. Check the security\mac.h file:  

 

 

 [Figure 93]:  security\mac.h file (truncated) 

▪ Communication with MAC Framework can occurs through several mechanisms such as extended 

system calls, vfs, sockets and pipes. The MACF files as mac_framework.h, mac_label.c mac_priv.c, 

mac_socket.c,  mac_vfs.c and many other ones can be found in security/ directory from the XNU 

source code. For example, the __mac_syscall routine (from security\mac_base.c) is shown below:  

 
 

[Figure 94]:  __mac_syscall from security\mac_base.c (truncated) 
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▪ There are other frameworks and mechanisms that are also implemented as MACF policies such as 

Sandboxing (applications are run in a restricted context), System Integrity Protection (SIP -- it is a 

system level control that protects critical system files and even directories) and TCC Framework 

(establishes access control to sensitive information, files and directories).   

 

▪ Unfortunately, not all mechanisms are open-source, and for example, Sandboxing is not included in 

the open-source projects made available by Apple. Furthermore, the implementation and control 

offered to the user is different between macOS and iOS.  

 

▪ On macOS, applications are isolated within containers, which are automatically created in 

Library/Containers folder under each home directory. Inside this location there are a series of 

identifiers (named CFBundleIdentifier), which represent each application: 

 

 

[Figure 95]:  Sandbox containers 

▪ As we can see in the figure above, there are a series of symbolic links and also a plist containing a 

set of properties that determine distinguished restrictions to operate withing the given container. 
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▪ An application has sandbox enabled and imposed through com.apple.security.app-sandbox 

entitlement, which makes part of the application’s signature. Thus, such entitlement causes an 

automatic sandbox environment creation  

 

▪ The first lines of the mentioned plist, which is binary, and respective lines of the entitlement list,  

including “sandbox” pattern, can be visualized by running:  

 

 

[Figure 96]:  Sandboxed application plist (truncated) 

▪ Sandboxing, which is a not an exclusive idea from macOS and iOS, acts as a second line of defense 

in case other protecting features (AMFI, for example) are not enough to deter threats. Thus, 

applications with com.apple.security.app-sandbox entitlement (as shown above in Safari case) are 

application sandbox-enabled, and only can access allowed system resources and data.  
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▪ Sandboxes have strict rules on resources that can be or are not accessed, but they can be adjusted 

through a Sandbox profile (.sb extension), and profiles from sandboxed applications can be mainly 

found in /System/Library/Sandbox/Profiles and /usr/share/sandbox directories: 

 

 

[Figure 97]:  Sandbox Profiles (truncated) 

▪ A simple script can be useful to check for sandboxed processes: 

  

[Figure 98]:  Bash script to 

check for sandbox processes  
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▪ Evaluating the script against different processes: 

 

[Figure 99]:  Testing the script that checks whether a process is or is not sandboxed. 

▪ If you want, you can check for all processes to discover those ones that are using sandbox: 

 

[Figure 100]:  Checking multiple processes for sandbox 

▪ There are many components that make part of the Sandboxing mechanism in userland such as 

/usr/libexec/sandboxd and /usr/libexec/containermanagerd (daemons) and some libraries such 

as /usr/lib/libsystem_sandbox.dylib and /usr/lib/libsandbox.1.dylib (there are other ones), as 

well as in kernel-side such as Sandbox.kext and AppleMatch.ext, for example.  
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▪ The decision whether an application should or not be secured by a Sandbox is from secinitd 

daemon, which uses XPC as communication mechanism (different from sandboxd, which 

communicates via Mach). In iOS applications are usually isolated within a container and its own 

location is an indicator for the system whether it must or not be installed inside a sandbox 

(/var/container and /var/mobile/Container). Anyway, the key role of a sandbox is to intercept 

requests for resources, interpret them and decide if such a request is or is not allowed. Profiles are 

inserted in this equation to make decisions more flexible and adaptable to distinguish 

circumstances. 

 

▪ Only to show as AMFI, Sandbox, quarantine and policies are integrated to MACF mechanism, 

readers notice that all of them register themselves as a MACF policy, as shown below: 

 

 

[Figure 101]:  Different components registering themselves as MACF policy. 

▪ SIP (System Integrity Protection) is the last piece of the main puzzle (of course, there are other 

frameworks that work in a different context). SIP is a necessary protection (at least, in my opinion), 

which limits even the root user’s actions in changing important directories and files, prevents 

debugging sections of protected system) process, prevents the loading of kernel extension and 

other activities. Of course, it is not good for us vulnerability researchers, but it is necessary for the 

integrity of the ecosystem.  

  

▪ SIP is initiated from the boot when the launchd invokes /usr/libexec/rootless-init, which uses 

/System/Library/Sandbox/rootless.conf as configuration file that determines files and directories 

to be protected.   

 

▪ The operating system marks protected objects through an attribute named com.apple.rootless, 

which can be visualized using ls -l@ command. or restricted flag that can be checked by running ls -

ld0@. 

 

▪ SIP can be disabled by booting the macOS in Recovery Mode, executing a Terminal and then 

running csrutil disable command. To check the current configuration, execute csrutil status. Yes, 

there is a “hidden” option using --without option, but it is not necessary to discuss it now.  
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[Figure 102]:  rootless.conf file (truncated) -- protected files and directories 

 

[Figure 103]:  Checking marks of a restricted (protected) file 
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▪ SIP is an effective protection, but only for those protected objects and nothing more. Therefore, SIP 

will not protect against any well-known vulnerability class or any other vulnerability. Additionally, 

there are entitlements such as com.apple.rootless.install.heritable and  com.apple.rootless.install    

that if granted to a user, so there is a possibility to circumvent SIP mechanism.  

 

I think that shortened facts on macOS listed so far is enough to review the main points of its architecture. 

Of course, I could have mentioned details about privacy, keychains, and other topics, but they would be 

out of context for now and, eventually, I will return to these subjects in the next articles.  

 

09. Additional words on the kernelcache 

 

In a few words, kernelcache is a compressed and signed file that contains the macOS or iOS kernel, and its 

respective extensions. As mentioned, in past versions of macOS/iOS the kernelcache was encrypted, but it 

is no longer the case. Previously in this text I have already shown how to download, uncompress and even 

open the kernelcache on IDA Pro, but even so I will repeat a few of these steps for completeness, but this 

time adopting a manual approach.  

You can proceed using multiples approaches here. For example, you can access the 

https://ipsw.me/product/iPhone website,  choose an iPhone model and then get the exact name of the 

IPSW file.  

 

[Figure 104]:  Details about a given IPSW file from IPSW website  

As usual, Apple keeps the last firmware updated, and all the old ones automatically become unsigned, 

which prevents to apply old firmware applying through the official form. Actually, I have mentioned this 

because it is one of best sources of Apple device’s firmware and, mainly, because it provides an entire set 

of APIs to interact with the website that is available on https://ipswdownloads.docs.apiary.io/# for list 

devices, download firmware and much more. It is worth reading its documentation.  

https://ipsw.me/product/iPhone
https://ipswdownloads.docs.apiary.io/
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Readers can write their own script to retrieve the needed information and, in this case, here is an example 

script provides you with both a list of devices, firmware and also downloads the given firmware:  

 

 

 

 

[Figure 106]:  Details about a given IPS  
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[Figure 105]:  sample script that implements APIs from IPSW Downloads website 
 



https://exploitreversing.com 

 

97 | P a g e  
 

Assessing the script we have the following output: 

 

[Figure 106]:  output from the sample script 

We can create a new subdirectory (unpacking/) and move the downloaded IPSW file into it. Change to the 

subdirectory, rename the file to add the .zip suffix and uncompress it: 

 

[Figure 107]:  uncompressing the IPSW file 
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The result of the uncompressing task follows below: 

 

[Figure 108]:  List of extracted files and directory from an IPSW file 

We got our kernelcache at the end of the list above. However, as it was compressed, as we have learned 

previously (pay attention the file type is data), we have decompress it using ipsw kernel dec command (we 

could use img4tool to do it) and finally we got a Mach-O 64-bit arm64e file that, as expected, does not 

have any symbol according to nm command. By the way, the kernelcache is not digitally signed. We can 

list the kexts (kernel extensions) within the kernelcache by executing the following command: 

 

[Figure 109]:  List of kernel extensions (kexts) inside of a kernel cache 
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I have shown a script to check and download the firmware only to show you other alternatives, but readers 

could have done the same steps as I did previously in this article. Only to review steps again: 

▪ download the firmware: ipsw download ipsw --device iPhone17,3 --build 22C161 

▪ extract and decompress the kernelcache: ipsw extract --kernel iPhone17,3_22C161.ipsw 

▪ check the latest version: ipsw download ipsw --show-latest-version 

Returning to our task, if we want to extract one or all kernel extensions, execute: 

▪ extract all kernel extensions: ipsw kernel extract kernelcache.release.iphone17.decompressed --

all --output kernel_extensions 

▪ extract only one chosen kernel extension: ipsw kernel extract 

kernelcache.release.iphone17.decompressed IONetworkFamily 

To confirm the kernel version and also another way (and better) to check existing symbols run the 

following commands:  

▪ ipsw kernel version kernelcache.release.iphone17.decompressed --json | jq . 

▪ ipsw macho info --fileset-entry com.apple.kernel kernelcache.release.iphone17.decompressed | 

grep LC_SYMTAB   

 

[Figure 110]:  Checking general information and symbols within a kernel cache 

From this point onward, we have a couple of alternatives to bring symbols to the kernelcache: 

▪ Use IDA Pro + Lumina, which will do all the job in an excellent way. I have already shown something 

about it previously, but I will repeat steps again because, in the end, it is my preferred approach. 

 

▪ Use a project like Symbolicator tool (https://github.com/blacktop/symbolicator), which does a 

great job of symbolicate the kernelcache, and then there is a plugin to integrate all retrieved 

symbols to the code.   

To cover both approaches, I start using Symbolicator tool and it is necessary to clone the project: 

▪ git clone https://github.com/blacktop/symbolicator.git 

https://github.com/blacktop/symbolicator


https://exploitreversing.com 

 

100 | P a g e  
 

To symbolicate the kernelcache, execute: 

▪ ipsw kernel symbolicate kernelcache.release.iphone17.decompressed --json --signatures 

../../github/symbolicator/kernel 

 

 

 

 

 

 

 

 

[Figure 111]:  Symbolicating the kernelcache (truncated) 

The output above is a composition of its beginning and its ending and actually is much longer than it, and 

the result is saved into a JSON file. The symbols have been applied to 83.45% of the code. 

Our next steps are the following: 

▪ Install the Symbolicate IDA Pro plugin (there are versions for Binary Ninja, Ghidra and Radare2) 

▪ Open up the kernelcache on IDA Pro 

▪ Apply the symbols (ALT+F8) 
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To install Symbolicate plugin execute the following steps: 

 

[Figure 112]:  Installing symbolicator’s IDA Pro plugin 

Open the decompressed version of the kernelcache in IDA Pro, which would decompress it whether we 

had tried the compressed version, and you will see the following window: 

 

[Figure 113]:  Open the decompressed kernelcache on IDA Pro 

There are four distinct options here: load kernel + all kexts, load only the kernel, load only a kext or even 

interpret the kernelcache as a normal Mach-O file. In this case I will pick up the first option, which takes 

some time to finish the analysis, but the result is more complete. Once the first analysis occurs, we will the 

following: 
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[Figure 114]:  Decompressed kernelcache on IDA Pro 

Now go to Edit → Plugins → ‘ipsw’ Symbolicate Plugin, as shown below: 

 

[Figure 115]:  Accessing the Symbolicate plugin 

You will be prompted to choose the kernelcache.release.iphone17.decompressed.symbols.json file.  
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Once the file is picked up, all found symbols are applied, as shown below: 

 

[Figure 116]:  Symbols applied by IPSW Symbolicate’s plugin 

Preferably, if we apply symbols directly from Lumina (Lumina → Pull all), we have the final result:  

 

[Figure 117]:  Symbols applied by Lumina 
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Readers have realized that, at the first load of kernelcache in IDA, it takes a considerable amount of time to 

finish. One of alternatives is to do this process on the command line by executing: 

▪ TVHEADLESS=1 /Applications/IDA\ Pro\ 8.4/idabin/idat64 -Lida.log -B 

kernelcache.release.iphone17.decompressed 

There are two excellent projects that help the analysis of the kernelcache a lot, but for now they are 

updated up to iOS 17.0b1 and IDA 8.3. However, from time to time, these projects are updated, and the 

recommendation is to follow both: 

▪ https://github.com/cellebrite-labs/ida_kernelcache 

▪ https://github.com/cellebrite-labs/ida_kcpp 

For now, we can stop our brief review about initial procedures to analyze the kernelcache.  

 

10. Notes on iOS/macOS security and protections 

 

I have avoided commenting a bit more about iOS (debugging is slightly different) in special (has similar 

pieced of code to macOS, but far from being identical), but there are reasons for following this line. It is not 

so simple to set up a lab because it depends on jailbroken mobile devices (using untethered, semi-

tethered or tethered jailbreaking software) and clearly many readers might not have access to such 

hardware, which is the opposite of macOS, which readers can install it in a virtual machine for educational 

purposes. However, I will try not to make this distinction from this point onward (mainly in future articles).  

 

From my point of view, getting a full exploitation of an iOS device (iPhone) is a real and hard challenge in 

the current days, many when executed through zero-click or one-click exploits. Eventually, bypassing a 

single protection like SIP could not be difficult (everything depends on the context), but full exploitation is 

not composed by a single task, but of a set of exploits to circumvent different protections, which many of 

them have not been yet, and we will scratch the surface in this section.  

 

To start with a well-known fact, developing a jailbreak framework is an outstanding project because many 

vulnerabilities must be researched and eventually a list of exploits (0-day, 1-day and N-day) should be 

implemented, being that in an exploit chain the breaking of only one of such exploits potentially destroys 

the entire chain. From this point, attacking a device remotely is equally a complicated goal because many 

of commercial tools try to discovery and use 0-days (0-click or not), persistence is also an issue, the 

invasion itself must be stealth and make the detection even harder. By the way, both these attacks are 

really and completely different one each other, but both are equally hard. Maybe, in a macro-visualization, 

a simplified and possible sequence is searching for a remote-control execution, finding a way to escape 

from the sandbox, trying to compromise the kernel, finally getting persistence via an implant and, 

sometimes, cleaning up any possible tracks. However, detailing needed steps, things are substantially 

more complicated because can involve, in terms of iOS, a list of tasks such as breaking the iOS boot chain, 

exploiting a vulnerability of an application or daemon (lockdownd daemon, which is responsible for the 

communication between the mobile device and the host for applications like iTunes, was a preferred one, 

as well as afcd daemon that is the Apple File Conduite service),  tackling the code signing that, unavoidably 

https://github.com/cellebrite-labs/ida_kernelcache
https://github.com/cellebrite-labs/ida_kcpp
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forces us to getting a way to circumventing or even disabling the AMFI (and remember that CoreTrust acts 

as a second layer of defense by mitigating fake-signing technique that is used to deploy non-authorized 

binaries), getting an escape from the sandbox, obtaining an elevation of privilege, discovering a 

read/write kernel primitive (potentially handling with the kernel address randomization -- KASLR -- and 

zone allocation slide values -- harder to discover on iOS on arm64) and, at the end, patch some important 

piece of code in the kernel.  

 

Getting a read-write primitive is a constant in several operating systems, and on iOS/macOS it is not 

different. In general, most exploitations occur through the web browser, and there getting a read-write 

primitive consist of manipulating data storage such as Typed Array and ArrayBuffer to, for example, force 

a type-confusion vulnerability (yes, finding raw pointers have harder after the introduction of the sandbox 

-- check the previous article of this series: https://exploitreversing.com/2025/01/22/exploiting-reversing-

er-series-article-03/).  

 

Whatever approach that can be used, the goal is obtaining a shellcode execution, and that is one more 

difficult challenge to be overcome because read-write-execution regions cannot be allocated and also any 

dynamic code execution demands dynamic-codesigning entitlement (once again, entitlements show how 

powerful this layer of protection is). Therefore, attackers were used to allocating  read-write-execute 

memory regions using MAP_JIT flag from mmap (just once) and even they attacked applications like 

WebKit to find and overwrite any jitted function code with the desired shellcode,  but none of such 

alternatives are no longer available because there are new mitigations to prevent such tricks, which 

prevents attackers to find the jitted memory region because its address is randomized. Thus, any attempt 

to write into a read-execute region (first region) containing the function pointer is redirected to a read-

write mapped region (second region) that is allocated randomly and even the original read-execution 

region (first region) is marked as execute-only, which was exported in previous versions and represented a 

point-of vulnerability, but it is not exported in recent versions of iOS and modern devices) to block any 

reading operation from the read-write region (second region). Apparently, the JIT region has been unified 

in some context and the access permission is controlled by a system register.  

 

As I highlighted previously, Mach IPC plays an essential role in macOS and iOS exploitation, and details and 

concepts associated are really relevant to understanding tactics and tricks used by researchers over the 

years. We reviewed that Mach port rights can be sent via Mach messages (they are received by threads, 

which really execute code, and such right is associated to a task because we are talking about Mach), and 

there can be multiple SEND rights (MACH_PORT_RIGHT_SEND and MACH_PORT_RIGHT_SEND_ONCE) 

associated with a port, but only one RECEIVE right (MACH_PORT_RIGHT_RECEIVE) associated with it. As 

consequence, SEND rights can be cloned , but RECEIVE ones cannot.  

 

We have also learned that Mach messages can be simple and complex, can be sent, and received through 

mach_msg or mach_msg_overwrite APIs, and in case of simple Mach message we have the following 

composition, even though the body is not regarded : 

 

▪ Mach message: mach_msg_base_t 

▪ Mach header: mach_msg_header_t 

▪ Mach body: mach_msg_body_t 

https://exploitreversing.com/2025/01/22/exploiting-reversing-er-series-article-03/
https://exploitreversing.com/2025/01/22/exploiting-reversing-er-series-article-03/
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The definition of both structures is available in osfmk\mach\message.h file, as shown below: 

 

 

[Figure 118]:  mach_msg_body_t and mach_msg_header_t structures 

The fields from mach_msg_header_t structure have the following meaning: 

 

▪ msgh_bits: it determines whether the message type (simple or complex), as well as the action 

involved and if it is a reply, for example. In general, it contains status and meta-information on the 

message. As this field is a bitmap, some of valid fields are MACH_MSGH_BITS_COMPLEX (if it is not 

on then the port contains a OOL data or port right, but if it is complex the value is 0x80000000), 

MACH_MSGH_BITS_REMOTE (0x0000001f ), MACH_MSGH_BITS_LOCAL (0x00001f00) and  

MACH_MSGH_BITS_VOUCHER (0x001f0000) 

▪ msgh_size: it contains the size of the message, including header and body, and such information is 

quite important for the receiving side to determine how much data is being transmitted.  

▪ msgh_remote_port: it contains the destination of the message (remember that we are at the Mach 

level). It must specify a valid send or send-once right for a port.  

▪ msgh_local_port: it indicates the port that will be used as reply-port. Thus, this field carries the 

send-once right that the receiver will use to reply to the message.,  

▪ msgh_voucher_port: this field involves a different kind of port type named voucher, which is 

usually used for tracking resource usage.  

▪ msgh_id: this field holds the message ID, which is an identifier that is used for distinguishing the 

message’s type.  

 

The message structure is shown in the same file: 

 

 

[Figure 119]:  mach_msg_base_t structure 

As I have state previously, if the message is simple, the message’s body is completely ignored by the 

kernel. If the message is complex, the body is not ignored, and the given types of fields follow the 

message header:  
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▪ the count of type descriptors.  

▪ An array containing type descriptors elements (mach_msg_descriptor_t).  

▪ inline data.  

 

And, as shown previously, the available Mach message descriptors types (mach_msg_*_descriptor_t), 

given by the mach_msg_descryptor_type_t, are the following: 

 

▪ MACH_MSG_PORT_DESCRIPTOR: it provides the description of a port right.  

▪ MACH_MSG_OOL_DESCRIPTOR: it provides a description of a region of memory (including the 

respective address and size) that is not part of the message, but it is referred to by the message. If 

readers want to trace a rough comparison then think about an overlay in a Windows binary, which 

does not make part of the binary, but it is referenced by the binary.  

▪ MACH_MSG_OOL_PORTS_DESCRIPTOR: it describes an array of port names, which also includes 

the address of the port names and respective count. It is apparently harmless to security, but as 

heap is allocated and used to hold the array of pointers then it can combined with heap spraying.  

▪ MACH_MSG_OOL_VOLATILE_DESCRIPTOR: it points to the data to be deallocated when the 

message is sent.  

▪ MACH_MSG_GUARDED_PORT_DESCRIPTOR: it is a descriptor for a special kind of port named 

guarded port, which are protected by guard mechanisms, which prevent them from being 

deallocated.  

 

The mach_msg_description_type_t definition and the respective types are provided by 

osfmk\mach\message.h file, as shown below: 

 

 

[Figure 120]:  mach_msg_descryptor_type_t structure 

OOL (Out-Of-Line transfer) is a kind of messages that carry the address of a memory region because 

sender and received shares the memory region, and in the past such a type has been used for heap 

spraying using data provided and controlled by the user.  
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It is an interesting moment to clear a subtle concept and that, in many opportunities, it may cause a 

misunderstanding. When I described MACH_MSG_OOL_PORTS_DESCRIPTOR above, I mentioned “it 

describes an array of port names”. The issue is that a port can be represented by a mach_port_name_t or 

a mach_port_t from the user’s point of view (user-space), but it does not occur in the kernel-side (kernel-

space).  The mach_port_name_t  is defined by the XNU source code as the local identity for a Mach Port), 

and it is used to identify the rights holds by the port associated with the task. In another words, 

mach_port_name_t means only a name, which can be referred to, and no rights. Therefore, 

mach_port_name_t is important inside of the namespace, and it does not have any meaning out of it. 

Now, from the kernel-space, right is represented by a pointer to the IPC port object, and there is no port 

namespace for the rights.  Once again: mach_port_name_t is almost meaningless out of its namespace in 

the  user-space. In imprecise, allusive and educational parallel, ports assume a kind of duality port name - 

port right behavior (yes, it is an implicit analogy and reference to the particle-wave dualism from 

Heisenberg in Physics -- https://en.wikipedia.org/wiki/Werner_Heisenberg), which depends on the context 

(user-space or kernel-space). Therefore, from the kernel point of view, once a task receives a mach_port_t, 

such a port is bound to port rights, and then the potential receiver “gaining” the referred right, which from 

a higher point of view is provided to application via a  handle. This flux can be interpreted like application 

→ handle → mach_port_t → port rights → object.  If the reader considers that port rights can be sent 

through messages and can even be added to existing rights (check mach_port_insert_right function from 

osfmk\ipc\mach_port.c, which can insert a right into a space), everything becomes still more interesting: 

 

 

 [Figure 121]:  mach_port_insert_right function 

https://en.wikipedia.org/wiki/Werner_Heisenberg
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There is another interesting detail that maybe are suitable for this section is that a task port works as a 

kind of special type of Mach port, which represents a task at the end point and, as expected, it offers the 

concept of ownership (own by the kernel) and identification because both concepts are regarded while 

managing  the task, even because the task port is used to send and receive messages to and from the port. 

Actually, when I mention managing the task, I also include reading, writing, and allocating memory in the 

task memory region.  As I have mentioned the concept of task, it would be on-time to list the task structure 

(osfmk\kern\task.h), but its definition has impressive 414 lines, which makes no viable to reproduce here. 

Eventually, the reader will find the field bsd_info_ro, which is a pointer to the proc_ro structure from 

bsd\sys\proc_ro.h file and whose content is:  

 

 

[Figure 122]:  proc_ro structure from bsd\sys\proc_ro.h 

We can see that there are a proc and task reference (*pr_proc and *pr_task) inside this structure, which 

seems to work as a decoupling structure between the Mach (task) and BSD (process) worlds, but that 

shows their bidirectional inter-connection. As there is a clear relationship between BSD and Mach, and also 

the translation between processes and task, there is Mach Traps as task_for_pid. Before proceeding, it is 

good to clear that readers can refer to a trap as a function, but it is named as Mach trap due traps provide 

application from user-space a route to communicate and request services from kernel, which is exactly the 

intercommunication between BSD and Mach layers through Mach messages (using mach_msg routine, for 

example, and which is also a trap). Returning to the topic and in a few words,  task_for_pid trap 

(bsd\kern\kern_proc.c) gets a task port for another processes, which is referred by its PID on the same 
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host and returns a Mach port with send right to the referred task. In general, receiving rights as return 

grants the possibility to send and receive Mach message to the message queue, and everything depends 

on the kind of received rights. The task_for_pid function (trap) is shown below: 

 

 

[Figure 123]:  task_for_pid function from bsd\kern\kern_proc.c 

The task_for_pid function is much longer than shown above, throughout its body there are multiple 

interesting points, and a few of them are: 

 

▪ task_for_pid_posix_check: it verifies that the current process should be permitted to get the task 

port of the target process, and this checking includes a handful of points.  

▪ port_name_to_task: it brings us to port_name_to_task_kernel, which converts a port name to a 

task reference.  

▪ task_get_task_access_port: it is translated to task_get_special_port, which calls 

task_get_special_port_internal function, and from this point, many other ones are invoked. 

▪ convert_task_to_port: it calls convert_task_to_port_kernel, which invokes 

convert_task_to_port_with_flavor function, and it calls multiple routines such as 

ipc_kobject_make_send. From this point, a series of IPC functions.  
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During such introductory facts exposed until now, there are two structures that appeared as types in 

recent figures, but they have not been commented yet, and they are mach_port_t and ipc_port_t, which 

the former one is defined in osfmk\mach\port.h file as a single line: 

 

▪ typedef ipc_port_t              mach_port_t; 

 

 The definition above takes us to check the ipc_port_t definition in osfmk\ipc\ipc_port.h file: 
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[Figure 124]:  ipc_port structure 

As you can see, at the beginning of the ipc_port definition, there is the reference to ipc_object from 

osfmk\ipc\ipc_object.h file: 

  

 

[Figure 125]:  ipc_object structure 

In the image above, ipc_object_bits_t is a type for natural_t, which refers to __darwin_natural_t that is an 

unsigned int while the io_references holds references to objects. Thus, in other words, both holds are 

pointer and references to another object type. Furthermore, the ipc_space structure, used in multiple 

definitions, it is also quite interesting and well-commented: 

 

 
[Figure 126]: ipc_space  structure 
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Although I do not have enough time to show the involvement of these structures in this article, which is 

only the first one in a mini-series, it should be clear to readers that these structures are really associated 

with many exploits on macOS and iOS because such structures play a key role in Mach layer.  

 

There is a quite attractive and important security aspect related to this specific Mach trap that I would like 

to comment on. The first observation is that when we have or receive send right to the kernel task port, 

we have read, write and allocation access to the memory of this process and, due to the involved and 

called functions from task_for_pid function (Mach trap)  that are able to allocate, manipulate and read 

memory. However, as the pid==0 represents the kernel, it takes us to the second observation that we 

actually get access to the kernel memory address space. Obviously, we cannot simply call task_for_pid(0) 

from an unprivileged sandboxed application, and Apple has implemented foundation countermeasures 

such as KPP and KTRR (more about them will be shown later) against attacks that tried to call task_for_pid 

with process 0, and an error is immediately returned if such as is not performed from a privileged process 

or processes with the same user ID. The general idea was to get a read-write kernel primitive and patch 

this part of the kernel (this attack is known as TFP0 patch) to get unrestricted access to the kernel memory. 

Obviously, there are other counter-measures to prevent attacker from getting pointer to the kernel_task 

(task associated to the kernel, whose pid is equal to 0), mainly when the request does not come from the 

kernel or even is the own kernel_task, or if the kernel_task is got, it will be useless because import Mach 

APIs, which do direct communication with kernel, will refuse to accept it as argument due to multiple 

checks.  

 

There are other attacks such as Faking Task Port and voucher_swap. The Faking Task Port attack consists 

in spraying the kernel heap with pointers to Mach ports (check structures that have been presented, but 

these pointers will be overwritten latter to point to fake Mach ports that  are actually pointers to user-

space heap. In this case, when the kernel uses the fake Mach port, it is really accessing a user-space 

pointer, which can be used for leaking information, escaping sandbox and other vulnerabilities. In case of 

voucher_swap attack (and old attack), the attack uses the task_swap_mach_voucher function to swap 

Mach vouchers, which are used for tracking and managing resources, between tasks without regarding 

ownership. This lack of appropriate ownership checking leads to a user-after-free vulnerability. About the 

voucher itself, check for osfmk\ipc\ipc_voucher.h, osfmk\ipc\ipc_voucher.c and 

osfmk\mach\mach_voucher.defs:  

 

 

[Figure 127]:  ipc_voucher definition in osfmk\ipc\ipc_voucher.h file 
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The task_swap_mach_voucher, which is generated MIG routine, can be found in osfmk\mach\task.defs 

and it is as simples as you can imagine: 

 

 

[Figure 128]:  task_swap_mach_voucher routine 

However, its definition comes from osfmk\kern\task.c, as shown below: 

 

 

[Figure 129]:  task_swap_mach_voucher function 

The note is quite funny and suitable “To avoid leaking this reference, a call to release it has been added 

here.”  because the exploited vulnerability comes exactly from the issue related to object reference 

counting (the ipc_voucher structure of Figure 127 from the prior page has its first field iv_refs as a 

reference count) , which is a well-known concept from any operating system for controlling when an object 

should be marked to be released (count == 0) or not (count != 0) through garbage collector mechanisms. A 

leak of this reference count can offer the opportunity to artificially increase or decrease its value, being 

that once this reference is set to zero, the voucher object would be available to be freed even with existing 

pointers referring to it. The problem in the opposite direction is also important because such a reference 

could be overflown. Additionally, thread_get_mach_voucher and thread_set_mach_voucher functions 

can be used for retrieving and setting the voucher’s reference to voucher from the user-space:  

 

[Figure 130]:  thread_get_mach_voucher function 

(truncated) | osfmk\kern\thread.c 
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[Figure 131]:  thread_set_mach_voucher  function (truncated) | osfmk\kern\thread.c 

This article, which is quite introductory, does not aim to show details, but the Heap Feng Shui approach (as 

known as Port Feng Shui) that makes part of the process of exploitation via task_swap_mach_voucher 

function is performed using OOL Port Descriptors, which have been quickly explained in previous sections. 

This type of Heap Feng Shui transmits a series of MACH_MSG_OOL_PORTS_DESCRIPTOR type messages 

(there is a mach_msg_descriptor_type_t type field in the mach_msg_type_descriptor_t structure), which 

makes part of the IPC mechanisms and are Mach messages (osfmk\mach\mach_msg), to the kernel, 

allocating a series of continuous blocks. Proceeding with this idea, as  IPC object pointer are a kind of 

reference to these ports inside messages, it would be feasible to create a fake ipc_object in the user-space 

and overflow the message references point to it.  

 

In the last couple of years, other attacks have come up, and of these clever techniques is a type of bug 

known as physical use-after-free. In general words, a process from the user-space allocates a virtual 

memory region, which is marked with read and write permission. Afterwards, the associated page tables 

of this process are updated to point out (map) the related physical address with read and write permission 

too. As we are talking about a use-after-free attack, the process deallocates the allocated memory from 

the use-space. Thus, at this moment of time, the associated pages are free. However, the trick is exactly at 

this point because actually is the mapping on the page table that is marked as free and eventually 

removed, but the real physical pages are still there and, for the kernel they would be free (and they are 

not). At the end of the process, the process can read and write the content of such physical pages that will 
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be reused by the kernel, and such resource can be read and manipulated without the kernel knowledge. 

From the adversary’s point of view, a heap spray (typically allocating IOSurface objects) would be one of 

many possibilities to exploit this class of vulnerability because the attacker still has the effective control of 

the pages allocated from the physical memory and, once these pages are allocated, the goal is to overwrite 

a few of the IOSurface object’s field to get arbitrary kernel read and write primitive. 

 

All these attacks, counter-measures and difficulties are only a few challenges present in a wide portfolio of 

contexts because in modern versions of iOS the kernel space is separated from the user space (this feature 

is implemented by the ARM processor  | PAN -- Privileged Access Never), which prevents execution in user 

space from the kernel space and also there are different kernel protections that have been implemented 

over time (more about them ahead).  

 

As readers already know, in the past attackers started using OOL (Out-Of-Lne) descriptors to send memory 

address regions between both kernel and user memory regions through the classical vm_map_copy 

structure and, even though it is an old technique, it is important to mention it here. Actually, since iOS 10.x 

the UAF approach with Heap Feng Shui using vm_map_copy structure (below) is no longer (it is an also an 

old technique possible because there is a control about activity of memory releasing, so the vm_map_copy 

has been replaced by other ones . In the current days, exploiting heap vulnerabilities has become harder as 

reader can imagine, and most daily application have been implemented sandbox protections too, which 

makes the system security even more solid.  

 

 

[Figure 132]:  vm_map_copy structure (from osfmk/vm/vm_map_xnu.h) 

Eventually, one of the most well-known protections that has been introduced a long time ago is the Kernel 

Patch Protection (KPP), which executes in EL3 (Secure Monitor), and prevents the kernel (running in EL1) 

to be changed (user-mode code runs on EL0) because it protects the kernel at segment level. However, as 

KPP was not able to protect different kernel data structures, KTRR protection has been created, and it is 

actually a hardware protection used to intercept and prevent unauthorized write tasks against read only 

regions.  

 

There are really many different attacks that could be done through an exploit or even a malware. Attackers 

have tried distinguished vectors such as web browsers, applications in general, SMM (and similar 

formats) applications and Baseband (radio). On browsers there have been one more prolific sources of 

vulnerabilities, but SMM demands further attention and research, so I recommend that, if you got 

interested in learning more about it, read the following articles and slides: 
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▪ The Fully Remote Attack Surface of the iPhone: 

https://googleprojectzero.blogspot.com/2019/08/the-fully-remote-attack-surface-of.html  

▪ iMessage: malformed message bricks iPhone: https://project-

zero.issues.chromium.org/issues/42450907  

▪ Look, No Hands! -- The Remote, Interaction-less Attack Surface of the iPhone: 

https://i.blackhat.com/USA-19/Wednesday/us-19-Silvanovich-Look-No-Hands-The-Remote-

Interactionless-Attack-Surface-Of-The-iPhone.pdf  

▪ A Look at iMessage in iOS 14: https://googleprojectzero.blogspot.com/2021/01/a-look-at-

imessage-in-ios-14.html 

 

Changing the purpose, a typical jailbreak operation aims to bypass the mandatory code signing of iOS and, 

to accomplish this goal, it changes the Apple Mobile File Integrity daemon (amfid), which is exactly the 

responsible for checking code signatures in user mode (take a note the verification is not the integrity of 

the signature itself, but also the validation of certificate, potential revoked certificates and even the 

provisioning profile) . Going deeper, another way to do such bypass might be trying to add hashes into the 

array of trusted hashes, which is inside the kernel, without needing to disable code-signing system. Both 

methods are hard to do (nothing is really easy to do) and there are protections to prevent such attempts, 

but everything depends on the context of a system. Please, we also have to realize entitlements, which are 

a really granular form of permission, must be regarded because they effectively restrict what can be done 

or not.  

 

Although I have provided a quick description about a few techniques and vulnerabilities, they are not even 

close of an endless possibilities and real attacks over years because attackers continue exploiting memory 

corruption of classic applications such as Safari, Mail and Messages, there are several tricks to bypass the 

Gatekeep, and mainly malicious documents are able to perform sandbox escaping, which as we have 

learned, it is one of first steps to really exploit macOS and iOS. Actually, the approaches to escape sandbox 

varies, and exploiting XPC services and sandboxd daemon have been one of most used, but they are not 

necessary the simplest, and different methods such as the already mentioned malicious documents have 

become more common, even though protections such as Quarantine and associated flags have to be 

managed.  

 

Over the years, Apple have implemented impressive security and including many protections layers, which 

cover different ranges of protections, since well-known and “basic” mitigations (as well-known as user-

mode/userland protections) such ASLR (Address Space Layout Randomization), DEP (Data Execution 

Prevention) as known as NX (No-Execute), CFI (Control Flow Integrity) and other ones against typical 

vulnerability classes up to specific protection that covers particular technologies and features.  While 

common protections like NX/DEP can be bypassed using ROP (and the same technique can be applied to 

circumvent similar protection in other operating systems), there is not a standard and operational way to 

beat ASLR (or KASLR), and we depend on leaks (information leak or even a leak primitive) from kernel to 

bypass such a protection target-by-target.  

 

As I quickly described, additional to traditional protections mentioned above, the path to get complete and 

full exploitation involves finding and getting working a remote-control execution (RCE), escape the 

Sandboxing, discovering and exploiting a read-write kernel vulnerability, managing  to circumvent the 

https://googleprojectzero.blogspot.com/2019/08/the-fully-remote-attack-surface-of.html
https://project-zero.issues.chromium.org/issues/42450907
https://project-zero.issues.chromium.org/issues/42450907
https://i.blackhat.com/USA-19/Wednesday/us-19-Silvanovich-Look-No-Hands-The-Remote-Interactionless-Attack-Surface-Of-The-iPhone.pdf
https://i.blackhat.com/USA-19/Wednesday/us-19-Silvanovich-Look-No-Hands-The-Remote-Interactionless-Attack-Surface-Of-The-iPhone.pdf
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
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CoreTrust (improve the signature verification in kernel-mode and in the entire signature process involving 

AMFI as a whole), manipulating and bypassing the AMFI (remember that without getting AMFI out of the 

way is not possible to run arbitrary and unsigned code),  and other challenges that I am not mentioning. In 

each of step and sub-step, there are several types of protections to prevent the attacker from making 

progress.  At the end of the day, Apple has followed a trend of providing its operating systems (macOS and 

iOS) with definitive solutions to try to extinguish (or almost) entire classes of vulnerabilities (as UAF, for 

example), which is the same approach adopted by other players and,  in a concise form, a short list of the 

most known protections and involved protections follow below:  

 

A. App sandbox (formerly known as Seatbelt): 

This counter-measure establishes protection and limits the access of the application data and 

system resources. The sandboxing of an application limits system is called by the application, which 

strongly restricts operations that it can do. The entitlement com.apple.security.app-sandbox, 

which is built in the code signature, enables the sandboxing for the application (enforced for iOS, 

but not for macOS), and all user-mode process is sandboxed through the evaluation of the system-

wide profile . Additionally, we should remember that macOS applications must choose to be 

sandboxed (the _libsecinit_initalizer function from libsystem_secinit.dylib, does the job by 

invoking _libsecinit_appsandbox which finally calls __sandbox_ms) while on the iOS the sandbox is 

enabled forcefully by the kernel, and we have as examples  WebContent, Mach traps and syscalls 

that are also sandboxed as well as sandbox profiles that can be far more restrictive. Anyway, it is 

one of the first protections that attackers need to overcome. 

 

B. Pointer Authentication Code (PAC):  

 

PAC is a security feature offered by the hardware, which applies unpredictable tags to pointers, and 

effectively prevents data and instruction pointers to be replaced with any other address or data 

because tags are not known in advance. The tag is a cryptographic signature, whose keys are stored 

into registers, and that is applied to the unused bits of a pointer, and such signature checked 

before the execution flow being transferred to it. The PAC protection uses five keys such as IA, IB, 

DA, DB and GA keys, where A keys are generated at each boot and B keys are generated at each 

process creation, and all of them are used to sign protected kernel instructions and data, where 

each user space process has an associated and unique B key, and different items are protected 

function pointers (IA), function return (IB), virtual tables entries(IA), virtual table pointers (DA), 

kernel state (GA), and other usages.  In general, PAC has been adopted for each important data 

structure and object in iOS.  

 

With the PAC, the iOS full chain has become more complicated because it is typically necessary to 

circumvent the sandbox (maybe not in IOS browser), AMFI, find an arbitrary read-write primitive (as 

known as address-arithmetic-read and address-arithmetic-write), bypass PAC (it kills ROP/JOP), 

execute a shellcode, eventually perform EoP, find a kernel arbitrary read-write and finally also 

bypass the PAC at the kernel level. Of course, there are multiple variations to this sequence, but 

certainly it is never simple and now there are many additional kernel protections that have evolved 

from old KPP and KTRR to new ones such as PPL or SPTM/TXM.  In terms of Assembly, there are 
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instructions that apply PAC (pac prefix), authenticate pointer (aut prefix), and other ones. As 

readers might have noticed, building ROP gadgets is much harder because pointers used by the 

chain would need to be signed. A short example is shown below: 

 

[Figure 133]: PAC: example code   

At the first instruction, PACIBSP, it is established Pointer Authentication Code for the address, and 

as readers quicky will notice, such instruction, which is a focused on the instruction address using 

key B, is added at the beginning of most of the functions in macOS ARM64e kernel (actually the 

instruction is PACIB, and the SP suffix is the source register and a modifier).  In this same piece of 

code, we find AUTDA, which means that Authenticate Data address (another PAC instruction), 

using key A and as expected it authenticates a data address using key A.  

 

C. CoreTrust: this protection, which occurs before the AMFI (AppleMobileFileIntegrity), verifies 

whether the binary has a legit Apple issued certificate, which aims to protect the system against 

fake signing. In other words, the AMFI (AppleMobileFileIntegrity), which verifies the existence of a 

CMS (Cryptographic Message Syntax) blob by invoking _vnode_check_signature function, is 

performed after CoreTrust has been called to validate the blob. This protection aimed to mitigate 

the jailbreak techniques that modified / hooked the AMFI, but there are multiple bypassing 

techniques.  

 

D. AppleMobileFileIntegrity (AMFI): this protection, which we have already described in detail during 

this article,  aims to block any attempt to run unsigned code, and it is composed of a kernel 

extension named AppleMobileFileIntegrity.kext and a daemon named amfid. Additionally, usual 

operations such as debugging and task ports (a concept well-related to IPC as you have learned) are 

also controlled by AMFI (remember that debugging is enabled when SIP is disabled). Another 

interesting role of AMFI is that it checks for dynamic-codesigning entitlements for memory regions 

with MAP_JIT flag because this entitlement allows code without signing, which has been described 

a few pages before this point. In terms of AMFI and determined contexts, there could be much 
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easier to use a valid digital certificate (developers one, for example) than struggling to disable 

AMFI.  Furthermore, it is one of the first steps to obtain persistence because there can be really 

hard to get it in each reboot. As expected,, the second step to reach persistence is, somehow, to 

get the execution of an arbitrary code (a service?!) at each reboot.  

 

E. Bulletproof JIT: this protection, which was introduced in 2016, aims to prevent writing directly into 

the JIT region, which has RWX permission. The technique used by Apple consists in emitting a code 

that contains secret data, which is not readable within the process. To accomplish this goal, two 

virtual mappings to the same physical JIT memory are created, which one of them is only-

executable and the other one is read-writable (mach_vm_remap( )), but the location of this 

writeable mapping in unknown and randomly located. Once the second JIT region mapping has 

been created (mach_vm_remap( )),  a special “memcpy function” (jitWriteThunkGenerator) to 

write into this second JIT region is generated inside the first JIT mapping, and the memory where 

this special memcpy function has been generated is changed to only-execute.  At the same way, the 

first JIT mapped region permission is changed to RX, and the second (writable) JIT mapped region 

permission is changed to RW. Finally, the address of the second (writable) JIT mapping is removed 

(overwritten) from memory by invoking memset_s function. Now the JIT region seems to be  

unified, and the access permission is controlled directly or indirectly by a system register.  

 

F. Fast Permission Restrictions (as known as APRR registers): this protection introduces a CPU 

register that enables or restricts per thread permissions, allowing to remove the execute 

permission from memory without facing overhead of manipulating the page table or even invoking 

a system call. There is a brief list of observations here: 

 

▪ APRR really enforces the W^X permission scheme. Therefore, as the JIT region has read and 

execute permission, any attempt to write into it will trigger a segment faut error.  

▪ To write the code for the first time or to update the region later it is necessary to unlock the 

region for writing, and this task is performed through a special unlock function, which 

changes the APRR register only for the chosen thread that is responsible for copying that 

into the JIT region while the R and X permissions are kept.  

▪ The adversary would need an arbitrary execution to write the arbitrary code, which would 

make the problem impossible to solve. In the real world, attackers started to attack 

JavaScriptCore to induce it to emit necessary instructions.  

 

G. JITBox: The effectiveness of APRR is backed by PAC. Later Apple packed both JIT region and PAC 

into a kind of sandbox and limited possible actions for the JIT region, so is no longer possible to 

“jump” outside the JIT. This protection is informally known as JITBox and made relatively useless to 

inject anything into the JIT region because the code is sandboxed there.  

 

H. Page Protection Layer (PPL):  it is a protection that manages page table permission to guarantee 

that only PPL can alter such protected pages holding page tables and user code and, as you will 

realize, it has a good association with KTTR/RoRgn (in later bullet).  Based on this object, PPL has 

been designed to run with more privileges than XNU kernel and it prevents attackers from 

tampering with page tables (they are read-only only, and PPL blocks only writing operations to part 
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of memory pages) and executable code from processes, so enforcing any page table modification 

to pass through the PPL. Furthermore, the code signing validation is also protected. However, this 

protection is valid only for iOS, where all executed code must be signed. 

 

I. Kernel Patch Protection (KPP): It is an enabled protection that checks __TEXT, structures in 

__DATA segments (sandbox, AMFI and other ones) and even __const sections and tries to prevent 

any modification of kernel and driver code. In other words, it checks the integrity of the kernel to 

ensure that it is still in its original state, which would be true in case of jailbreak operations, which 

change kernel permissions to RWX.  

 

J. KTRR/RoRgn: this composed protection prevents any modification of the iOS kernel at runtime, so 

it is no longer possible to write into const segments or even insert new code, making harder 

attackers to disable protections, critical data, and memory page table. Physical memory regions are 

marked and locked with read-only permission (RoRgn) and even a range of physical memory that is 

marked (mapped) as executable is restricted in the EL1 mode (kernel-mode only), which prevents 

any access from user-mode (EL0). As you already have realized, attackers cannot patch important 

parts of the kernel and, when they could execute, such code is out of reach because it is in EL1.  

 

K. SPTM (Secure Page Table Monitor) and TXM (Trusted Execution Monitor): these protections have 

been introduced in recent years and work together to protect page tables for user-space and 

kernel-space processes. After the A15 processor, both protections work as a replacement for PPL. 

Under certain point of view, TXM is one of main components responsible for performing code 

signature validation while STPM signs user pointers and maintains page tables.  If readers download 

a recent IPSW file (iPhone15,4_18.0_22A5282m_Restore.zip) and uncompressed it, you are going 

to see a series of files, but in special one related to SPTM and other one related to TXM: 

 

 

[Figure 134]: information 

about SPTM and TXM files 
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Both binaries can be initially checked using the same disarm command: 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

[Figure 135]: information about 

SPTM and TXM files -- part 2 
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L. Multiple other protections:  

 

a. PGZ (Probabilistic Guard Zalloc): double mapping allocation of a page (as a kind of “shadow 

memory”) that returns the secondary address to the caller. In the XNU kernel is marked as 

“Probabilistic gzalloc”, and its description is given as: 

 

 
[Figure 136]: Probabilistic guard zalloc description (osfmk\kern\zalloc.c) 

 

b. kalloc_type: allocations over different zones are segregated by type, so killing UAF and type 

confusion.  

c. kalloc_ro: this allocator commits, as expected, read-only memory that only can be accessed 

if it is authorized by PPL, so helping to prevent kernel write attacks based on privilege 

escalation.  

d. Lockdown mode: it disables JIT, so killing different attack, block most message attachments, 

incoming communication invitations are blocked, installing new profiles is not allowed, 

there is not interaction with any external device. 

e. mach_msg2: the functionality is similar to standard mach_msg (send and receive messages 

between tasks), but this time binding its operation to Control Flow Integrity (CFI) that is 

implemented and associated with PAC, for example.  Readers will see two important 

references on XNU, which are mach_msg2_trap (osfmk\ipc\mach_msg.c) and 

mach_msg2_internal (libsyscall\mach\mach_msg.c). The first one in associated with the 

waiting behavior of a task for a message when a task calls it (the task blocks and needs to 

wait until receiving the message) and second one (mach_msg2_internal) is the real function 

that receives the message, validates it, copies data and finally wakes the task up running in 

waiting state (via mach_msg2_trap). In terms of code, we can see the mach_msg2_trap 

invokes mach_msg2_internal at the beginning of the function, as shown in the following 

two figures:  



https://exploitreversing.com 

 

124 | P a g e  
 

 

[Figure 137]: first lines of mach_msg2_trap (osfmk\ipc\mach_msg.c) 

   

[Figure 138]: first lines of the mach_msg2_internal (libsyscall\mach\mach_msg.c) 

There are other less-known protections, but these ones are enough to prove how Apple has dedicated a 

huge effort to keep iOS and macOS really secure.  
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11. References 

 

A brief list of recommended references follows below: 

 

▪ Apple security documentation 1: https://developer.apple.com/documentation/security 

▪ Apple security documentation 2: https://security.apple.com/ 

▪ Programming with Objective-C: 

https://developer.apple.com/library/archive/documentation/Cocoa/Conceptual/ProgrammingWith

ObjectiveC/Introduction/Introduction.html  

▪ Apple Silicon: https://developer.apple.com/documentation/apple-silicon  

▪ Arm Assembly language: https://developer.arm.com/documentation/107829/0200/Assembly-

language-basics  

▪ Arm Architecture Reference Manual for A-profile architecture:  

https://developer.arm.com/documentation/ddi0487/latest/ 

▪ Disabling and Enabling System Integrity Protection: 

https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_p

rotection  

▪ Generating a Non-Maskable Interrupt: 

https://developer.apple.com/documentation/kernel/generating_a_non-maskable_interrupt 

▪ Understanding and Debugging Kernel Panics: 

https://developer.apple.com/library/archive/technotes/tn2063/_index.html 

▪ Debugging a Custom Kernel Extension: https://developer.apple.com/documentation/apple-

silicon/debugging-a-custom-kernel-extension 

▪ Building and Debugging Kernels: 

https://developer.apple.com/library/archive/documentation/Darwin/Conceptual/KernelProgrammi

ng/build/build.html 

▪ Kernel Debug Kit for macOS – Read Me (found inside the KDK: 

/Library/Developer/KDKs/KDK_<version>.kdk) 

▪ Method Swizzling: https://nshipster.com/method-swizzling/ 

▪ Libmalloc source files: https://github.com/apple-oss-distributions/libmalloc  

▪ Memory Usage Performance Guidelines: 

https://developer.apple.com/library/archive/documentation/Performance/Conceptual/Managing

Memory/ManagingMemory.html#//apple_ref/doc/uid/10000160-SW1  

▪ MacOS memory allocator (libmalloc) Exploitation: https://www.slideshare.net/AngelBoy1/macos-

memory-allocator-libmalloc-exploitation  

▪ CFMessagePort: https://developer.apple.com/documentation/corefoundation/cfmessageport-rs2 

▪ NSPasteboard: https://developer.apple.com/documentation/appkit/nspasteboard  

▪ Auditing and Exploiting Apple IPC: http://thecyberwire.com/events/docs/IanBeer_JSS_Slides.pdf 

▪ References about code signing:  https://developer.apple.com/documentation/security/code-

signing-services and 

https://developer.apple.com/library/archive/documentation/Security/Conceptual/CodeSigningGui

de/Introduction/Introduction.html. 

▪ GateKeeper: https://support.apple.com/guide/security/gatekeeper-and-runtime-protection-

sec5599b66df/web 
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▪ Apple Notarization: https://developer.apple.com/documentation/security/notarizing-macos-

software-before-distribution  

▪ Hardened Runtime: https://developer.apple.com/documentation/Security/hardened-runtime  

▪ A step-by-step guide to writing an iOS kernel exploit: https://alfiecg.uk/2024/09/24/Kernel-

exploit.html  

▪ Operating system integrity: https://support.apple.com/en-

me/guide/security/sec8b776536b/1/web/1#secd022396fb 

▪ iOS 17: New Version, New Acronyms: https://www.df-f.com/blog/ios17 

▪ iOS 17: New Version, New Acronyms | Round 2: https://www.df-f.com/blog/ios-17round2 

▪ KTRR:  https://blog.siguza.net/KTRR/  

▪ Examining Pointer Authentication on the iPhone XS: 

https://googleprojectzero.blogspot.com/2019/02/examining-pointer-authentication-on.html 

▪ APRR: https://blog.siguza.net/APRR/ 

▪ The core of Apple is PPL: Breaking the XNU kernel's kernel: 

https://googleprojectzero.blogspot.com/2020/07/the-core-of-apple-is-ppl-breaking-xnu.html  

▪ Life and death of an iOS attacker by Luca Todesco (video): 

https://www.youtube.com/watch?v=8mQAYeozl5I  

▪ Mac OS X Internals: vol. 1 and 2 (authored by Amit Singh) 

▪ MacOS and iOS Internals: vol. 1/2/3  (authored by Jonathan Levin) 

 

12. Conclusion 

 

This article presented a basic and superficial introduction to macOS/iOS internals, which is a quite 

extensive topic, and certainly there are vast possibilities to be explored in terms of security and mainly 

vulnerability research, which is our goal here.     

I hope I have enough time in the near future to write a second article about the topic, where I will explain 

in detail some of major areas of iOS/macOS, but this time focusing on security and vulnerability aspects.   

Just in case you want to stay connected: 

▪ Twitter: @ale_sp_brazil 

▪ Blog: https://exploitreversing.com 

 

Keep learning, reversing, and exploiting everything, and I will see you next time! 

 
Alexandre Borges 
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